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1. Mera aucuumiainn. Meroro kypcy «OcHoBU kKpunrorpadii» € o03HallOMJICHHS Ta BUBYCHHS
CTYJICHTAMH CYYacCHHX METOJIIB 3aXWUCTy iHpopMamii OUIXOM i1 TepeTBOpeHHS (KOMyBaHHS) Y
nudpoBomy hopmari.

2. [lonepeani BUMOIH /10 ONIaHYBaHHsI 200 BUOOPY HABYAJIbHOI JUCHUILIIHHA:

a) 3HaTH: OCHOBHI TOHSATTS 1 METOOM IUCKPETHOI MaTeMaTWKH, TEOpil YMCelsl, MaTeMAaTHYHOTO
aHaJi3y, aITOPUTMHUKH, CTPYKTYP AAHUX, IPOrpPaMyBaHHS.

0) BmiTH: 10 ommCy mepeTBOPEHb CTBOPIOBATH aJITOPUTMH 1 TIPOTPAaMHU, HIO iX PEali3yIoTh.
3.AHoTauis HaBYAabHOI Iucuuninm: Jucuimiina «OcHoBU Kpunrorpadii» cnpsMoBaHa Ha BUBYCHHS
OCHOBHHX 3aJ1a4 Iepeadi Ta 3aXucTy iHdopMariii BiJi HeCaHKIIIOHOBAHOTO JOCTyIy. BoHa 3abe3neuye
OBOJIOZIIHHS CYYaCHHMH METOJaMHU KpHUNTOrpadiuHuX mepeTBopeHb iHopmarnii. Kpumnrorpadis
BKJIIOUA€ Kpunrorpadito 3 BIIKPUTHMHU KIOYaMH: OCHOBHI MPOTOKOIM, MUMPOBHMA MiAMUC, Tell-
¢byHKIIT, OJIOKYEHH TEXHOJIOTIIO, JOBEACHHS 3 HYJIHOBHM PO3KPUTTAM, METOAM aBTeHTH(ikamii, OiT-

KOIH Ta iHII KPUNTOBANIOTHI CUCTEMH.

4. 3aBnaHHda (HaBYAJbHI miji):

HaOyTTS 3HaHb, YMiHb T4 HaBHUYOK (KOMIIETCHTHOCTEW) Ha PiBHI HOBITHIX JOCATHEHb y PO3B’s3aHHI
3a/lay KojayBaHHS iH(opmarii, BiAMOBITHO HAyKOBO-OCBITHBHOI KBamidikailii «bakamaBp». 3okpema,
PO3BMBATH: 3[]aTHICTh 3aCTOCOBYBATH TEOPETUYHI Ta MPAKTUYHI OCHOBH KPUOTOIpa(iuHOrO 3aXUCTy

iHpOopMarii.

S5Pe3yiabTaTH HABYAHHSA 32 JUCHUILIIHOIO:

PesyabTaT Hapuanns (PH) ®opmu (Ta/ad0 MeToaH OLiHIOBAHHS BizcoTok
1. 3naTtu; 2. BmiTu; 3. KomyHikaumisi; 4. aBTOHOMHICTHL Ta MeTO/IH i Ta MOPOroBHii . ?7“
’ ’ HiIcyMKOBii
BimoBigaJbHiCTB) TeXHOJ10Tii) KpuTepiit Olfil-llli 5
BHUKJIAJAHHA i ouiHOBaHHs (3a .
Kon Pe3yabTaT HABUaAHHSA . . AUCHUTLIIHM
HABYAHHS Heo0XiHoCTi)
3HaTH OCHOBHI MPHUHIMNK Kpuntorpadii 3 BIAKpUTUMHE
PH1.1 Pedh
KIIIOYaMH e@epamu, 20%
PH 12 3HAaTH OCHOBHI CXeMHU KPHNTOTpadigHIX NEPETBOPECHD Jexyii. ichum, yChi
) Ha OCHOB1 OJTHOCTOPOHHIX (YHKIIii. Inousioyanvna 6i0N06I0L,
PH 1.3 | 3HaTH OCHOBHI IIPOTOKOJH PO3IOBCIOMXKEHHS KIIIOUIB. poboma BUPHUEHHS ;adaq
. . no memi. 20%
PH 1.4 | 3uatu ocHOBHI cxemu IU(GPOBOTO MIAMHKCY.
PH 2.1 BwmiTi CcTBOpIOBaTHM anropuTMH Ta IIPOTPAMH, IO Texuii icnum, ycHi 20%
peani3yroTh KpunrorpadiuHi nepeTBOPEHHS. Inousio Uaﬂbm 8i0n06i0i,
PH 22 BMiTH CTBOpIOBAaTH CHCTEMH 3aXUCTy iH(opMmallii, 1110 o 63) ma sUpiuenHs 3a0ay 20%
. . . 0
IIePEeIAETHCS 110 BIAKPUTUM KaHAJIaM 3B s3KY. P no memi.




PH 2.3 | Bwmiti nporpamysatu nudpoBi migmicy. 59

PH3.1 OLiHIOBATH BJIACHI MPOMO3HUIIIl M0 CTBOPEHHIO CHCTEM

KPUITO3aXUCTy, OOTOBOPIOBATH 3 KOJETaMU IPOEKTH 5%
Jlexyii.
i i i i Inousio uaﬂbHa Saxucm
PH4.1 JemoncTpyBatu aKajeMiuHe Ta npodeciiine BoOnMOMiHHS 6)’ pecpepamis.
MPEMETOM , BMIiHHSI CTBOPIOBATH Ta OOTPYHTOBYBATH povboma

. . 5%
HOB1 CUCTEMHU 3aXHCTY lHCbOpMaLlll.

PH4.2 JleMOHCTpYBaTH BMIHHS TpAaIlOBATH B TPYNOBUX

. 5%
BUKOHAHHAX IIPEKTIBIO

6. CuiBBigHOLIEHHs pe3yJbTATiB HABYAHHS AUCUMILUIIHM i3 NpOrpaMHUMH pe3yJbTaTaMM
HABYAHHS
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(3 onucy ocgimuvboi npozpamu,)

IMPH-6. ©HaOyTTs 3HaHb, yMiHb Ta HaBUYOK
(kommeTeHTHOCTEH) Ha PiBHI HOBITHIX JOCATHEHb Y
po3B’si3aHHI  3amad  KoAyBaHHA  iH(opMmarii,
BiJINIOBiJTHO HAYKOBO-OCBITHBOT  KBamidikarrii
«bakanaBp». 30KpeMa, pO3BUBATHU: 3JaTHICTh
3aCTOCOBYBAaTH TEOPETHYHI Ta MPAKTUYHI OCHOBU

KpUNTOrpadUIHOTO 3aXUCTY iHPOpMaITii.

7. Cxema ¢opMyBaHHS OLIHKH.

7.1. ®opmu OUiHIOBaHHS 3100yBa4iB 0CBITHH0O-HAYKOBOI'O CTYIIEHSI:

- OLiHIOBAHHSI BIPO/AOBIK HABYAJIBbHOI'O Nepioay:
1. Axmuena poboma na nexyii, ycui ¢ionoei: PH1.1, PH1.2, PH1.3, PH1.4— 10 6aniB/6 Ganu;
2. Buxonamnns 3aedann, sunecenux na camocmiuny pooomy: PH2.1, PH2.2 — 10 6aniB/6 Ganu;
3. Pegpepam, 3axucm pegpepamy: PH1.1, PH1.2, PH2.1, PH2.2 — 40 Ganis/24 Ganu;

- MiICyMKOBe OLiHIOBAHHS: CK3aMEH.
- MAKCUMANbHA KITbKICMb 6anie aKi modxcyms 6ymu ompumani: 40 O6ais;
- pe3yabmamu HaguauHs ki 6yoyme oyintosamucs: PH1.1, PH1.2, PH1.3, PH1.4;
- popma nposedenns i 6uou 3a60anb. YCHO—TTHCbMOBA (hopMa.

Jnst 3mo0yBadiB OCBITHRO-HAYKOBOTO CTYIEHS, SIKi HAOpaiy CyMapHO MEHINY KUTBKICTh OalliB HDK
KPUMUHO-pO3paxyuKosutl minimym — 20 basie JU1s oJiepKaHHs ICITUTY 3a PIllICHHSIM Ka(eapy He Oy CTHTH 70
CKJIQIaHHS ICTUTY 13 PEKOMEHJALIEI0 37[aTH KOHTPOJIBHI pOOOTH Ta 3aXMCTUTH TPOEKT 1O TMOBTOPHOTO
CKJIaJTAHHS ICITUTY.

PexomennoBanmii MiHiMyM — 36 GasiB.

7.2. Opranizanist OHiHIOBAHHS:
OO0O0B’SI3KOBUM € BUKOHAHHS 3aBJIaHb, BAHECEHUX Ha CaMOCTiiHy poOOTY, Ta MOIYJIBHIX KOHTPOJIBHUX



po0ir 3a rpadikom podoUoi porpamu.

VY gactuny | BxomsaTe Temu 1 - 15, y wactury 2 — temu 3,6.9. O60B’I3K0BUM /TS €K3aMEHY € BUKOHAHHS
yCIX KOHTPOJIBHHX POOIT Ta 3aXKCT MPOEKTY JI0 BKAa3aHOI BUKJIAIaueM JaTH, TIepe IOYaTKOM eK3aMeHaIliHHOT
ceci, 3riTH0 HaBYANIbHOTO TUIaHy. [lepericyBaHHs un MepeckiIalaHHs TeM HE TIPAKTUKYETHCS. J103BOISETHCS
371a9a OKPEMHX 3aBIaHb MOIYJBHHX TEM Yy NMPOMDKKAX MK HAIMCAaHHAM MOIYJBHHX KOHTPOJBHHX POOIT
(HampHIKITa I, TIepIIa TeMa 3Ia€ThCs JI0 371a4i HACTYITHOI MOy TbHOI KOHTPOJIBHOI pOOOTH Y Oy Ib-SIKUiA 3pyIHHI
JUTsl BUKJIA/1a4a Ta CTYJEHTA Yac).

Tepminu npoBeneHHs1 GoOpM OLiIHIOBAHHA:

1. 3axucm peghepamy: 0o 10-20 mudscus HABYATLHO20 NEPIOD).

VY BuUmNanKy BiJICYTHOCTI 3 TMOBXHHX TPWUYHMH BIIIPAIIOBAHHS Ta Tepe3aadi KOHTPOJBHI poOoTH
3HIHCHIOIOTHCS Y BIATIOBIAHOCTI 110 «I10JIO’KEHHS PO OpraHizamiro OCBITHHOTO MPOLECY».

7.3. llIkasna BignmoBigHOCTI OLIIHOK

Bigminno 90-100
Jobpe 75-89
3axoBiILHO 60-74
He3anoBinbho | 0-59

IIpu Bu3HAYeHi OLIHKY BU3HAYAJIBHOIO € po00oTa B ceMecTpi. [licns 3aBepIeHHs po3rIIsALy TeM
MPOBOJATHCSA MUCHMOBI KOHTPOJIbHI POOOTH Ta TEOPETHUYHE ONUTYBAHHS.



8. CTPYKTYPA HABYAJBHOI JUCHUILITHA. TEMATUYHWN TJIAH JEKIIH I
INPAKTUYHUX 3AHATD)

KinbkicTs rognn

Ne Ha3sBa Jjekuii CamocrTiiiHa
Jlekmii IIpakr.
pobora
YacTuna 1. «ba30oBi NOHATTS Ta cXeMU KpUNTOrpagivyHUX NepeTBOPEeHb»
1 | Tema 1. OcHOBH Teopii uncen Ta anreopu. ) ]
2 | Tema 2. KBagpaTHuH1 JIAIIKY. 2
3 | Tema 3. Ognoctoponns ¢yskis. [Ipuknaam.
Inousioyanvra poboma: npoepamyeanHs NOULYKy 2
nPOCMUX ducei.
4 | Tema 4. Meron /[iddi-Xennmana po3moBCIOKEHHS
kmtouiB. 'pynosuit GDH-anroputwm. 2 8
5 | Tema 5.. RSA-amroputM T1a Horo y3arajabHEHHS.
Hudposuii migmnmuc. 2 8
6 | Tema 6. I'em-pynkmii. MD 5 and SHA. [lepeBo Mepkiis.
bnoxueiin. 4
Inousioyanvna  poboma:  Ilpocpamysanns  Oepesa
Mepxas.
Yactuna 2. «HenerepminoBaHi Ta iiMOBIPHICHI cXeMH KOJYBaHHSD)
6 | Tema 7. Cxema ['onnBaccep-Mikaii, mo 6a3yeTbes Ha
KBaJ[PaTUCYHUX JIUIIKAX 2 8
7 | Tema 8. RSA B HenetepminoBanomy BapianTti (OAEP).
Pailier Ta Benaloh cxemu. 2 8
8 | Tema 9. Meromu aBreHTH]ikamii. Cxema Oiata-
[lamipa  aBreHTHdikamii  cmapt-kaptu.. Cxema 2 8
[Hoppa.
9 | Tema 10. [oBeaeHHS 3 HYJIbOBUM PO3TOJIOMICHHSM.
3acToCcyBaHHS. ] 12
Inousioyanvna poboma: npocpamy8aHHs NPOMOKOJY
Diama-1llamipa asmenmuixayii.
Yactuna 3 « Kpunrorpadist Ha elinTHYHNX KPUBHX)
10 I'pymna Touok eminTu4HOi KPUBOI 2
11 Konysanns indopmariii ToukaMu einTHIHOT KPUBOT 2 8
12 Hudposuii mignuc Ha EK. 2




Yactuna 4. «biTKOIH Ta iHIII KPUNITOBAJIIOTH»

13 CtpykTypa GITKOIH Mepexi. 4 8
14 MaifHuHr Ta 6JI0KYEeiH 2 8
15 Inmi  kpunroBamotH. Edip Ta cMapT-KOHTpakTH. 2
InrepHer peueil.
Berporo 42 76
Ienur 8 ronun
3araabuuii 00°em 120 2o0umn:»
Jlexiit 42
Koncynpramii - 2
[uniBimyansHa podota — 76
9. PexomennoBaHi mkepena (Joctynni uepes Internet)
OcHhogni:
1.0ded Goldreich, Foundations of Cryptography, Cambridge University Press, 2004, 372pp.
2 D. Salomon, Handbook of Data Compression.-Springer-Verlag, 2010, 1370pp.
3 J.Kutz, Y.Lindel, Introduction to Modern Cryptography.-Chaptman&Hall, 2014, 603 pp.

4 A.M. Antonopoulas, Mastering Bitcoin Open Edition, 2014
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