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1. Mera AUMCHMIUIIHM: JaTW 3HaHHS TNPO 3aXHCT CYYaCHUX I1H(QOPMAIIHHHX CHCTEM, 3aXHUCT
MNCPCOHAJIIbHUX JaHUX Ta 3aXHCT KOMH’IOTCpHI/IX MCPCK, 3p03}7MiTI/I KJIFOYOBI TepMiHI/I Ta IIOHATTA B
iHpopmaniiiniii Oesmeri, 3po3yMiTH Kpuntorpadiro, ii PO3BHUTOK Ta MAEAKl KIOYOBI METOAM
mudpyBaHHs, 110 BUKOPUCTOBYIOTHCS ChOTOJIHI, @ TAKOXK KPUNITOrpadidHi MPOTOKOIIH.

/

Discipline aim. To give knowledge about securing modern information systems, protect personal
data, and secure computer networks, understand key terms and concepts in information security,
gain an understanding of cryptography, how it has evolved, and some key encryption techniques
used today, as well as cryptographic protocols.

2. Ilonepeani BUMOI" 10 ONaHYBaHHS 200 BUOOPY HABYAJIBLHOI THCHMILTiHN/
Preliminary demands to master or choice of the course discipline:

1. 3namu: OCHOBHI KOMIIOHEHTH IH(QOpPMalIMHUX CHUCTEM, OCHOBU aireopu, Teopii
HMOBiIpHOCTEH Ta Teopii uncel. 3HaHHs TEXHIYHOI aHTTiHChKOT MOBHM Ha piBHI B1.

2. Bmimu: po3po0iiaTH, aHai3yBaTH Ta 3aCTOCOBYBATH MPOTPAMHI CHCTEMU Ui PO3B’SI3aHHS
3aBJlaHb Ta MPUKJIATHUX 33/1a4, BUKOPUCTOBYIOYH Cy4acHI METOAHM PO3POOKHU IPOTPaM.

/

1. To know: basic components of information systems, foundations of algebra, probability

theory and number theory. Level B1 technical English skills.

2. To be able to: develop, analyse and apply software systems to solve problems and applied
tasks using modern software development methods.

3. AHoranist HaBuyaabHOI Jucuuninm / Synopsis of the course:

Hapuanpna qucuurutina «lHpopmariiina 6e3meka» € 000B’I3K0BOI0 HABYAIHHOIO JUCIUTLTIHOO
y CKJIaJl OCBITHbO-HAYKOBOI mMporpamu miarotoBku ¢axiBuiB «llITyuHuil iHTENmEeKT» 3a APYruM
(MaricTepchbKUM) piBHEM BHUIIOi OCBITH raiy3i 3HaHb 12 «[HpopMaIliiiHi TEXHOJIOTI» CIemialbHOCTI
122 «Komm'totepHi Hayku». BoHa 3abe3neuye npodeciiiHuii po3BUTOK CTYJIEHTIB MaricTparypw,
crpsiMOBaHa Ha ()OPMYBAaHHSI TEOPETUYHUX OCHOB Ta MPAKTUYHUX HABUUOK 3a0e3MedeHHs Oe3reKku
iHpOpMaLIHHUX CUCTEM, AOCIIPKEHHS 1 BUKOPUCTAHHS KPUNITOrpaiyHUX alrOPUTMIB 1 IPOTOKOJIIB
JUISL TOCSATHEHHS 11el iHpopMalliiHO1 Oe3MeKH.

JlaHa nucHuiiHa € 0OOB’SI3KOBOI0 HABYAIBHOIO JUCLUILIIHOW 3a npocpamoro “‘LlImyunuii
inmenexm”. Buknagaerbes y 1 cemectpi 1 kypcy marictpaTypu B 06csi3i — 5 kpeoumie ECTS.

VY kypci nepenbayeHo 2 smicmosux uacmunu, 1 xonokeiym, 6 nabopamopuux pobim.
3aBepuIyeThCcsl AUCLUUILIIHA €K3aMEeHOM B 1 cemecTpl 1 Kypey maricTparypH.

/

The discipline "Information Security” belongs to the list of mandatory discipline. It provides
professional development for graduate students, aimed at forming the theoretical foundations and
practical skills of information systems security, research and use of cryptographic algorithms and
protocols to achieve information security goals.

4. 3aBnanns (HaByasbHi mimi)/ Objectivesofstudy:
OcHOBHMMHM 3aBIaHHSAMHM AucUUIUIIHM «[HpopMmariiina Oe3neka» € HaOyTTs 3HaHb, yYMiHb Ta
HAaBUYOK (KOMIIETEHTHOCTEH) Ha piBHI HOBITHIX JOCATHEHb B 00jacTi iHQopmalliiiHoi Oe3neku
BIJIMIOBI/THO JI0 OCBITHHOI KBamidikaIlii MaricTp KOMI IOTEPHUX HayK. 30KpemMa, pO3BHBATH:

e 31aTHICTB A0 aOCTPAaKTHOI'O MHUCIEHHS, aHai3y Ta cuHTe3y (3K1).

e 31aTHICTh COIKYBaTHCSA 1HO3eMHOIO MOBOIO (3K5).

e 31aTHICTh NPOBOAMUTH IOCHTIKEHHS (DYHKI[IOHATbHOI Ta €KOHOMIYHOI e(EeKTHUBHOCTI Ta

HajiiHOoCTI iHpopmaniiinux cucreM (CK13).
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31aTHICTh TPOEKTYBaTH Ta 3a0e3MeuyBaTH  BIOPOBAKEHHS CEpBEpHOI 1H(PACTPYKTypU
KOPIIOPAaTHUBHOT'O LIEHTPY 00poOku nanux kommadii (CK17).

/

Objectives (learning objectives): acquiring knowledge, skills and competences at the level of

the latest achievements in programming, according to the scientific and educational qualification of
“Master”. In particular, to develop:

The ability to think, analyze and synthesize abstract
The ability to communicate in a foreign language.

The ability to investigate the functional and economical efficiency and reliability of
information systems.

The ability to design and implement the server infrastructure of corporative level datacenter.

5.Pe3yabTaTn HaBuyaHHs 3a Aucuuniinor/ Results of learning:

Pe3yabraT HaBuanus (PH) ®opmu (Ta/ado MeToau OniHIOBAHHS BizcoTox
(1. 3narm; 2. BMiTH; 3. KOMYHikauisi; 4. aBTOHOMHICTb Ta MeTOoM i Ta MOPOroBHiA niucl MKOBg,i/'l
Bi/INOBiIAJIbHICTD) TEeXHOJIOT i) KpuTepii l:)yiﬂ i3
BHUKJIAJAHHA i OLliHIOBaHHS (32 R
Kon Pe3yabTaT HaBYaHHSA . . JMCUMILIIHA
HABYAHHSA Heo0XiTHOCTI)
3HaTH OCHOBHI 3aBAaHHA iHpopMamiiHOI Oe3meKw,
3arpo3u Ta Bpa3inuBoCTi/
PH 1.1 . . . .
To know main goals of information security, K it (60%
vulnerabilities and threats O10K6LyM (0T .
: — nPasUIbHUX 20%
3HaTH OCHOBHI KpumTorpadiuHi IHCTPYMEHTH IJist sionosioeti)
PH | [ROCATHEHHS 1ieit inpopmariiiitoi 6e3nexu / eK3aMEN ’
™ |To know the basic cryptographic tools to achieve Jexyisl 1abo amo’m.
information security goals Lecture pob Opmu 1p 5/
3HaTH  MaTeMaTH4HI  OCHOBH  KpHUOTOrpadigyHMX I
S p rpad Colloguium (60%
PH 1.3 P . . . correct answers),
To know mathematical foundations of cryptographic
. exam, labs 20%
algorithms
3HaTH OCHOBHI Kpuntorpadiuti nporokosu/
PH 14 : .
To know the basic cryptographic protocols
Bmitn  pospobmsith i aHami3yBaTH  3aco0H Konoksiym (60%
iHdopmariiiHoi 6e3mnexu/ Jlexyis, NPABUNILHUX 0
PH2.1 . . . . . 20%
Be able to develop and analyze information security | za6opamopna gionoeioetl),
tools poboma, eK3aMeH,
Bwmitu 3acrocoByBaTu Kpurrorpadiusi 3acobu it | camocmiiina nabopamopHi
3abe3neueHHs iHpOopMaIiitHoi OGe3mexu/ pobomal pobomu 1-5/
Be able to use cryptographic tools to ensure Lecture, Colloquium (60% 0
PH22 |. . . e 20%
information security lab,individual correct answers),
work exam, labs
Bwmitu 3acTocoByBaTH TpOrpaMHi 3aco0H PO3pOOKH
cucTeM
PH23 / 5%
Be able to use systems development tools
PH3.1 OOrpyHTOBYBaTH BJIaCHMH TOIJIAN Ha 3axady, | Jlabopamopua
CIUIKYBaTHCS 3 KOJIETAMH 3 MUTaHb MPOSKTYBaHHS Ta poboma,
03pOOKH IPOTpaM, CKIAIAaTH IMUCHMOBI 3BITH camocmitina .
bosp porpam, A Jlabopamopmi 0
/ poomal o6omu 1-5/Labs 5%
Be able to justify own view of the problem, Lab, p
communicate with colleagues in the design and | individualwor
development of programs, prepare written reports k
PH4.1 JlemoHcTparrist aBTOPHUTETHOCTI, IHHOBAIIIHOCTI,
BHCOKOTO CTYIIEHS CaMOCTIHHOCTI, akKaZeMidHOi Ta
npodeciitHoi T0OpOIECHOCTI, MOCIiTOBHOI BiIaHOCTI 5%
PO3BHUTKY HOBHX iJIeli a00 IpoleciB y IepepoBHX
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KOHTEKCTaX MpodeciiiHoi Ta HayKOBO1 AisSUTBHOCTI, IO
CTOCYETBCSI TEOPii Ta TEXHOJIOTIi MpOorpaMyBaHHSI.

/

Demonstration of authority, innovativeness, high
degree of independence, academic and professional
integrity, consistent dedication to the development of
new ideas or processes in advanced contexts of
professional and scientific activity related to the theory
and technology of programming.

PH4.2 BinnoBiganesHO CTaBUTHCSA OO0 BUKOHYBaHHX pOOIT,
HECTH BIAMOBINAIBHICTE 3a 1X SIKICTH

/ 5%
Responsibly treat the works performed, be responsible
for their quality

6. CniBBiJHOIIEHHSI Ppe3yJbTATIiB HABYAHHA AMCUUILIIHM i3 NMPOrpaMHUMM pe3yJibTaTaMHU
HaBuanns / Correspondensebetweenlearningresultsandprogramstudyresults

Pe3yabTatn HaBYaHHA
JUCHMIJIIHA

PHI1.1
PH1.2
PH1.3
PH1.4
PH2.1
PH2.2
PH2.3
PH3.1
PH4.1
PH4.2

IIporpamui pe3yjbTaTu
HABYAHHS

(3 onucy ocgimuboi npozpamu,)

ITPH8. AmnanizyBatu 0COOJUBOCTI BUKOPHUCTAHHSA
Cy4JacHHUX KBaHTOBUX TEXHOJIOTIH! TUTS
3a0e3MeUYeHHs] BHUpIIIEHHA MpoOyieM, 30Kpema
KOH(DiISHITIITHOTO 3B’SI3KY, KBaHTOBOT | + | + | + +l+ |+ 1+ |+
kpunrorpadii, 3I1HCHIOBATH JTOCJIIIKEHHS
TEOPETUYHHX Ta CKCICPHUMEHTAIbHUX AaCICKTiB
KBaHTOBOI iH()OPMATHKHU.

ITPH11. Bwmitu  aHami3yBaTu  pU3BHKH 3
ypaxyBaHHSIM KOPIIOPAaTUBHUX I[iIHHOCTEH Ta
IHTEpECIB, pO3pPOOJISITH TUIaH YIPABIIHHS PU3UKAMU
JUIsT  BU3HAUEHHS HEOOXITHUX MPOQiTaKTHIHUX
3aX0JiB, 3aCTOCOBYBaTH Mii IS TIOM'SKIICHHS
HACJIIJIKIB PU3HKIB Ta HeTlepe0adeHnX diif.

7. Cxema ¢opMyBaHHS OLiHKH.
7.1. ®opmu OLiHIOBAHHA 3/100yBa4iB OCBITHHO-HAYKOBOI'O CTYIICHS !
- ONIHIOBAHHSA BIIPOJ0OBK HABYAJIBLHOI'0 Nepioay:
1. Konoksiym: PH1.1, PH1.2, PH1.3, PH1.4, PH2.1, PH2.2 — 15 6anis/9 Gauis;
2. Jlabopamopni pooomu: PH1.3, PH1.4, PH2.1, PH2.2, PH2.3, PH3.1, PH4.1, PH4.2 — 45
OaiiB/27 Ganis;
- MiICYMKOBE OLiHIOBAHHSA: €K3aMEH.
- MAKCUMAnbHa KilbKicms 0anie ki moxcyms oOymu ompumani: 40 O6ais;
- pe3yibmamu HagyauHa Axki 6yoymo oyinosamucy: PH1.1, PH1.2, PH1.3, PH1.4, PH2.1,
PH2.2;
- hopma npoeedenns i 6uoU 3a60aHb: TMCHMOBA poOOTAa.
- 6UOU 3080aHb. 2 TMCHBMOBUX 3aBJaHHS (TIPAKTUYHI 3aBJJaHHA) Ta | yCHE TEOpeTHYHE MUTaHHS,
- JUI OTPUMAaHHS 3arajbHOT MO3UTHUBHOI OLIHKHY 3 AUCHUIUIIHY OI[iHKA 3a ICIUT MOBUHHA OYTH HE
MEHIIIOI0 HIXK 24 6anu;
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- CTYJICHTH HE JIOMYCKAIOThCS JI0 1CIIUT, SKILO MPOTATOM CEMECTPY BOHHM HaOpanu MeHIe Hixk 36
OauiB;

- CTYZIEHTH HE JIOIyCKAIOTHCA 10 ICMUTY, SKIIO MPOTSITOM CEMECTPy BOHM HE BHUKOHAIM Ta HE
3aXHCTHIH pedepar.

Kpurepii oniHioBaHHA HA icnuUTi

3aBaaHHA Tema 3aBIaHHA MakcumMaJbHU Bcboro BincoTkiB
BigcoTok Bix 40
oaJtiB
3aBmanus 1 TeopernyHe nMUTaHHS 40% 40%
3a MaTepiaiaMu
KypCy

3aBganHs 2 ITo 30% 60%
3aBaanHg 3

100%

Jliisi OTpUMaHHS 3arajbHOI O3UTUBHOI OI[IHKHU 3 JTUCIMILIIHK OIliHKA 32 €K3aMEH HEe MOXKe OyTH
MeHIor 24 6ainiB. CTYJACHT HE JOIYCKAEThCS JI0 €K3aMEHY, SKIIO Iij Yac ceMecTpy HaOpaB
meHiue 20 oanis.

YMmoBu JiabopaTopuux podit/Laboratory works:

IMpukaan aad6opaTopHoi podoTH:

IMmieMenTyBaTH 3a/1aHi AITOPUTMU CUMETPUYHOTO O5104HOTO mudpyBanss. [lopiBHATH
MIBUJIKOCTI IH(pyBaHHs JJIS 33IlaHUX PEKUMIB mpyBanHs. [liroTyBaTu 3BIT 1 BUXiTHUH KO/I.

Sample Lab:
Implement given algorithms of symmetric block encryption. Compare encryption speeds for given
encryption modes. Prepare report and source code.

3anuTaHHs 10 KoJIOKBiymy/Test questions
Mpukiaau 3aBAaHb:

1. [ToHATTS PO BPa3IUBOCTI.

2. CUHTaKCHC KPUIITOCUCTEM 3 CEKPETHUM KITFOUEM.

3. ITo6ynyBaTu Mozeb 3arpo3 KOH(IAEHIIMHOCTI JaHUX Y cMapT(hOoHi.
Sample tasks:

1. Vulnarability notion.

2. Syntax of secret key cryptosystems.

3. Treat modelling for data confidentiality in smartphone.

7.2. Opranizanisi OHiHIOBAHHS:
OOOB’SI3KOBUM € BHUKOHAHHSI 3aBJIaHb, BUHECEHUX Ha CaMOCTIHHY po0OTy, 1ab0opaTopHUX poOIT Ta
KOJIOKBIyMY 3a rpadixom pobodoi mporpamu.

Tepminn npoBenenHst popM OLiHIOBAHHSA:
1. Konoksiym: 00 8 muoicHs HaguanibHo20 nepiooy.
2. Jlabopamopni po6omu 1-5: 00 4,5,6,8,10 muowcnie nasuanvroeo nepiody 8ionogiono.

VY BUmNaaKy BiJICYTHOCTI CTYICHTA 3 TOBKHUX MTPUYMH BIAMIPAIFOBAHHS Ta Iepe3/1adi JabopaTOpHUX

POOIT 1 KOJIOKBIyMYy 3MIMCHIOIOTBCS y BIIMOBITHOCTI JI0 ,,II0JIOKEHHS TIPO TOPSIIOK OIIHIOBAHHS 3HAHb
CTYZEHTIB IPH KPEIUTHO-MOAY/IbHIM cucTeMi opraHizarii HaBuaabHoro rnporecy” Bif 1 sxoBTHs 2010 poky.

© Ouiitnuk A.C., 2019 pix



7.3. lIkaja BianmoBiTHOCTI OLIHOK

Bigminno / Excellent 90-100
Hoope / Good 75-89
3anoBianHo / Satisfactory 60-74
He3agosinbno / Fail 0-59

8. CTPYKTYPA HABYAJIbHOI JUCHUILITHA. TEMATUYHUA ILJIAH JIEKIIA

KinekicThs roagun

No HasBa jexuii .. [JTaboparop| Camocriiina
Jlexmii .
Hi pobora

Yacruna 1.«OcHoBHI nini ingopmaniiinoi 0e3nexn»
Part 1. “Main goals of information security”

1 | Tema 1. OcHoBHi 3aBmanHs iHGOPMAIITHOT
Oe3rnexu.BpaznmuBocTi 1 3arpo3u.
Camocmitina poboma:

BuBunTH npuurHM 3arpo3 i Bpa3auBOCTEH Ha
MIPUKJIAZAxX .

/ 2 6
Theme 1.Main tasks of information security.
Vulnerabilities and threats.

Individual work:

Case study of reasons why vulnerabilities and threats
appear.

2 | Tema 2.Ataku Ha iHGOpPMAIIIITHI CHCTEMHU.
MonentoBanHs 3arpo3. Po3poOka 3aco0iB Oe3mexu.
Camocmitina poboma:

MopenroBaHHs 3arpo3 Ha IPUKJIAaxX.

/ 2 6
Theme2.Attacks on information systems. Threat
modelling. Design of security solutions.
Individual work:

Case study of threat modelling.

3 | Tema 3.Cumerpuuni mudpu s 3a0e3rmedeHHs
KoHiaeHIiitHOCTI naHuX. [ToToKOBI pexxumu.
Camocmitina poboma:

BuBumMTH CTaHIAPTH CUMETPUYHOTO MUPPYBaHHS.

/ 4 2 10
Theme 3. Symmetric ciphers for dataconfidentiality.
Individual work:

Study standards for symmetric encryption. Stream
modes.

4 | Tema 4. [TorokoBi mudpwu.

Camocmitina poboma:

BupunTtu MeToau mudpyBaHHS CXOBHIL JaHUX.
/ 2 2 6
Theme 4. Stream ciphers.

Individual work:

Study methods to encrypt data storages.

5 |Tema  S.Kpuntorpagiuni  xem  ¢QyHKmii i 4 2 12
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3a0e3nedyeHHs IUTiCHOCTI JaHuX. CXEMHU JIOIOBHCHHS.
OyHKITIT reHepyBaHHS KITIOUIB.

Camocmitina poboma:

BuBuntn crangaptu KpuntorpadidyHOro XelryBaHHS.
TexHnouorii OoKueiny.

/
Theme 5. Cryptographic hash functions for data
integrity. Padding schemes. Key derivation functions.
Individual work:

Study standards for cryptographic hashing. Blockchain
technologies.

Konoxeiym |
Colloquium.

2

YacTruna 2.«3abe3neueHHs 3aB1anb iHpopmaniiinoi 6e3nexu 3acodamMu kpunrtorpadii

3 MyOJiYHUM KJII04YeM»/

Part 2. “Ensuring information security tasks by means of public key cryptography”
Tema 6.Kpunrocucremu 3 myOIiYHIM KITFOYEM.
Camocmitina poboma:
BuBunTH MeTOIM IMOBIpHOCHOTO U (DpYBAHHS.
/ 2 10
Theme 6. Public key cryptosystems.
Individual work:
Study methods of probabilistic encryption.
Tema 7.Cxemu mudpoBoro miAmuCy Ta KOJIU
ayTeHTU(IKAIIi1 [TOBiJOMJICHb.
Camocmitina poboma:
BuBuntu crannapta nudpoBuX MiIIHUCIB.
/ 2 10
Theme 7. Schemes of digital signatures and message
authentication codes.
Individual work:
Study standards for digital signatures.
Tema 8.MaremaTnuHi 0oCHOBH KpuriTorpadii Ha OCHOBI
ENINTUYHUX KPUBUX. 3a/1a4a TUCKPETHOTO Jorapudma.
Camocmitina poboma:
Busuntn aNrOpUTMH pO3B’A3yBaHHs 3amaui
JUCKPETHOTO Jiorapudma.
/ 2 10
Theme 8. Mathematical foundations of elliptic curve
cryptography. Discrete logarithm problem.
Individual work:
Study algorithms for solving discrete logarithm
problem.
Tema 9. IlpoTokomu y3romkeHHs KiouiB. besneka
JTAaHUX B IHTEPHETI.
Camocmitina poboma:
BuBuntn ¢QopmanbHi MeToaMa Hai3y MPOTOKOJIIB
Y3TOJIKEHHS KITFOUiB. 4 10

/

Theme 9. Key establishment protocols. Internet data
security.

Individual work:
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Study formal methods of analysis of key establishment
protocols.

BCbhOI'O/ TOTAL 26 12 80

3araabHuii o6csar 120 cooun, B Tomy umcii / Total duration 120 hours, namely:
Jlexuii/ Lectures — 26 2ooun [ hours,

Jlaboparopwni/Labs — 12 roaus / hours,

Koncynpranii / Consultations — 2 2oounu [ hours.

Cawmocriiina po6ota / Individual work — 80 coouw / hours.

9. PexomenaoBani qxepesa / Literature

Ocnoeni [ Main:

H.Bidgoli (Ed.) Handbook of Information Security, Volume 1. JohnWiley&Sonsinc., 2006.
H.Bidgoli (Ed.) Handbook of Information Security, Volume 2. JohnWiley&Sonsinc., 2006.
H.Bidgoli (Ed.) Handbook of Information Security, Volume 3. JohnWiley&Sonsinc., 2006.
N.Smart Cryptography made simple. Springer, 2016.

O.Bep6iupkuit Bemyn oo kpunmonoeii. BHTIL, 1998.

akrownE

Jlooamkoei [ Additional:

o

J. Katz, Y. Lindell Introduction to modern cryptography. CRC Press, 2015.

7. A. Narayanan, J. Bonneau, Ed. Felten, A. Miller, S. Goldfeder Bitcoin and cryptocurrency
technologies: a comprehensive introduction. Princeton University Press, 2016.

8. C. Paar, J. Pelzl Understanding cryptography. Springer, 2010.
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