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1. Mera aucummiainu. Metoro kypcy «lIpobremMu komyBaHHs Ta 3axucTy iHGoOpMaIii» €
03HAWOMJICHHSI Ta BHUBYCHHs 3700yBayaMu TPETHOTO (OCBITHILO-HAYKOBOTO) PIBHS BHIIO1
OCBITH CyYacHUX METOJIB Mepefadi Ta 3axucTy iHdopMmarii HuisixoM ii mepeTBOpeHHS Y
g poBomy popmari.

The purpose of the discipline. The purpose of the course "Fundamentals of Coding and
Cryptography” is to familiarize and study by postgraduate students modern methods of

information transmission and protection through its transformation in digital format.

2. IlonepeaHi BUMOTH 10 ONNAHYBAHHS 200 BUOOPY HABYAJIbHOI AU CIUIJIIHM:
1. 3uamu: OCHOBHI MOHATTS 1 METOAW JUCKPETHOI MaTeMaTHKH, T€Opii YHCEeN, MaTeMaTUIHOTO
aHaJi3y, AITOPUTMIKH, CTPYKTYP AaHUX, IPOTpaMyBaHHS.

2. Bmimu: 110 OIMCY TIEPETBOPEHHh CTBOPIOBATH AJITOPUTMH 1 IPOTPAMH, IO 1X PEATi3yIOTh.

Prerequisites for mastering or choosing a course:
1) Know: basic concepts and methods of discrete mathematics, number theory, mathematical
analysis, algorithms, data structures, programming.

2) Be able to create algorithms and programs that implement describing transformations.

3.AHoTamis HaB4yajJbHOI Aucuuminu: Jlucuimmina «[IpoGieMu KOOyBaHHS Ta 3aXUCTY
iH(dopmarii» cnpsMoBaHa Ha BUPIMICHHS OCHOBHHUX 3ajady mepenadi Ta 3axucTy iHdopmariii Bifg
MOXMOOK Ta HECAHKIIIOHOBAHOTO NOCTymy. BoHa 3a0e3neduye OBOJOMIHHS CY9aCHHUMH METOJaMH
CTHCKaHHSI, BUIIPABJICHHs MOXUOOK Ta KpunTorpadiuHux neperBopeHs iHdopmarii. CTuCKaHHS Ta
BUIIPABJICHHS MOXMOOK NAOThCs OorisiioBo. Kpumnrorpadis BkItoyae Kpuntorpadito 3 BiAKPUTUMH
KJIFOYaMH: OCHOBHI MPOTOKOJIHU, ITUGPOBUI MiAMKC, ren-PyHKINi, OJIOK-4EHH TEXHOJIOTII0, METOAN
aBreHTU(]iKaIi, OIT-KOIH Ta 1HIIT KPUTITOBAIIOTHI CHCTEMH.

Annotation of the discipline: The discipline "Fundamentals of coding and cryptography" is aimed
at solving the basic problems of transmitting and protecting information from errors and
unauthorized access. It provides mastery of modern methods of compression, error correction and
cryptographic transformation of information. Error compression and correction are given in a
reviewing manner. Cryptography includes public-key cryptography:

core protocols, digital signature, hash functions, blockchain technology, authentication methods,

bit-coin and other cryptocurrency systems.



4. 3aBaaHns (HaBYaJbHI miji):

HaOyTTA 3HAHb 1Hb Ta HaBUYOK (KOMIIETEHTHOCTEN ) Ha PIBHI HOBITHIX JTOCATHEHD Y PO3B’A3aHHI
b

3aja4 KOAyBaHHs iH(opmalii, BiANOBITHO HayKOBO-OCBITHBOI KBamidikarii «/{okTop ¢inocodiir.

30KkpeMa, PO3BMBATH: 3[ATHICTh 3aCTOCOBYBAaTH TEOPETHUYHI Ta MPAKTUYHI OCHOBU CTHUCKAHHA,

BHIIPABJICHHSI TOXUOOK Ta KpuNTOrpadiyHOTo 3aXUCTy iHpOopMaIii.

Tasks (learning objectives):

acquisition of knowledge, skills and competences at the level of the latest achievements in solving

the problems of coding of information, in accordance with the scientific and educational

qualification "Doctor of Philosophy". In particular, to develop: the ability to apply the theoretical

and practical basics of compression, error correction and cryptographic information security.

5. Pe3yJbTaTi HAaBYaHHS 32 JUCIHUILUIIHOIO:

Pe3yabrat HaBuanus (PH)

®opmu (Ta/ado

MeToau oiHIOBAHHS

. A . . N Bincotox y
(1. 3uaru; 2. BMiTH; 3. KOMYHikauisi; 4. aBTOHOMHICTH Ta MeTOIH i Ta NOPOrOBUI HiICYMKOBIil
BiIMOBIiTAJBHICTH) TEXHOJIOT i) KpuTepii ll:) yiH i3
BUKJIAJAHHA i | OWiHIOBaHHA (32 fuHm
Kog Pe3yabTaTr HAaBUYaHHA . . JUCHUILTIHU
HABYAHHS HeoOXiTHOCTi)
To know main algorithms of error correction codes.
/
PH 1.1 .
3HaTH OCHOBHI AJITOPUTMHU  BHUIIPABJIICHHA ITOMMJIOK
Koxy. 3axucm peghepamy, 20%
To know main methods of data compression / Texuii eK3aMeH, aKMUGHA
PH 1.2 | 3HaTy OCHOBHI METOM CTUCHEHHS JaHUX Y o poboma Ha neKyiax,
camocmiuHa . N
oGoma | YCHI 8I0n08i0i/
To know main paradigms and protocols of PK- {ectures Review defense,
cryptography/ S exam, active
PH1.3 yptograpny! Individual R
3HaTH OCHOBHI napagurMu Ta NpoTOKOJIA PK- WOfk partICIpatlon n
kpurrrorpadii. lectures, oral 20%
To know Huffman codes, Encoding integers, Elias answers
codes./
PH 1.4 .
3uaTtn ko XaddmaHna, KOAyBaHHS LITUX YHCEI, KOAN
Emiaca.
To be able to correctly create algorithms and programs Jlexyii, 3axucm peghepamy,
PH 2.1 for data (texts and video) compression / NPaKmuyi eK3aMeH, 20%
’ BMmiTH mpaBHIBHO  CTBOPIOBATH  QITOPUTMH  Ta 3auamms, BUKOHAHHA 3a60AHD
MIPOTpaMH ISl CTUCHEHHS TaHUX (TEKCTIiB Ta BiJleo) camocmiina BUHECEHUX HA
To be able to formulate unsolved problems in the topic. pobomal camocmiiny
To create programs for described algorithms./ Lectures, pobomy / Review
PH 2.2 | Bmitu GopMyioBaTi HEBUPIILIEHI MPOOIEMH 32 TEMOIO Tutorials, defense, 20%
Kypcy. Individual exam, tutorial
CTBOpEHHSI IPOTpaMm ISl OTIMCAHUX aJTOPUTMIB. work exercises
To be able to solve practical problems for PK- | [Ilpaxmuuni
communications. / 3auammsi, 3axucm npoexmyl
PH 2.3 oKy 5%

Bwmitu BupimyBatn npaktu4Hi npotmemu s PK-
KOMYHIKaIlii

camocmiina
pobomal

Review defense




PH3.1

Validate the own approach to the problem, discuss with
colleagues the aspects of the PK-applications./
OOTpyHTOBYBaTH BJaCHHM TMOTIISAL HaA  3a/ady,
CIIIKyBaTHCA 3 Koyleramu 3 mutanb PK-3acTocyHKiB.

PH4.1

Demonstration of the authority, innovativeness, high
level of self-determination, academic and professional
virtue, consistent devotion to the development of new
ideas or processes in progressive contexts in the frame
of professional and scientific activity /

JlemoHCTpartis aBTOPHUTETHOCTI, IHHOBAILIHHOCTI,
BHCOKOTO CTYIIEHS CaMOCTIHHOCTI, aKaIeMidyHOi Ta
npodeciiftHoi T0OPOIECHOCTI, MOCIIIOBHOI BiITaHOCTI
PO3BHUTKY HOBHX 1JIeli abo MpoleciB y NepeaoBUX
KOHTEeKCTax npodeciiiHoi Ta HayKOBOI HisTIbHOCTI.

PH4.2

Demonstrate responsibility towards the work, ability to
work in middle-size group projects. /

BinnoBigaiikHO CTaBUTHCA 10 BUKOHYBaHHX pOOIT,
BMIHHS npanroBaT B I'PpyIMOBUX IMPOCKTAX CEPEAHLOTO

po3mipy.

Tutorials,
Individual
work

5%

5%

5%

6. Correspondense between learning results and program study results / CniBBigHomeHHsI
pe3yJbTAaTiB HABYAHHSA IMCHUILIIHM i3 IPOrpaMHMMU Pe3yJibTaTAMU HABYAHHS

PesynbTaTn HaBYaHHSA
JMCHMIUIHM | = | &) | | = &) ea) = =] &
v— v | | e N N N| N | T
. TR | R R R R R R =
IIporpamui pesyabraTu R | B Ru| A Ru| A| R | A | Ru| A
HABYAHHA
(3 onucy oceimuvoi npoepamu)
[IPH-8. KpuTnuyHO OIliHIOBaTH, aHali3yBaTH Ta
MPOMOHYBAaTH METOAM 1 MOJETl  CTBOPEHHS,
BIPOBQ/DKCHHS,  eKcIuTyaTauii  iHpopMamiiHux
CHCTEM 1 KepyBaHHS HHMHM Ha BCIX eTamax
;KHTTCBOFO KLy S S T O B T B
Critically evaluate, analyze and propose methods
and models for the creation, implementation,
operation and management of information systems
at all stages of the life cycle

7. Cxema ¢popMyBaHHS OLIHKH.

7.1. ®opMH OL[IHIOBAHHS 3100yBaUiB OCBITHHO-HAYKOBOI'0 CTYIIEHS:

- OI[IHIOBAHHSI BIIPOJ0BK HABYAJbHOIO Mepioay:
1. Axmuena poboma na nexyii, ycui éionoegdii: PH1.1, PH1.2, PH1.3, PH1.4—- 10 6anis/6 6anu;
2. Bukonamuns 3asdamns, eunecenux Ha camocmiuny pooomy.: PH2.1, PH2.2 — 10 6aniB/6 6anu;
3. Pepepam, 3axucm pegpepamy: PH1.1, PH1.2, PH1.3, PH1.4PH2.1, PH2.2, PH 2.3, PH 4.1,
PH 4.2 — 40 6aniB/24 Ganu;

- MiICyMKOBeE OLiIHIOBAHHSA: €K3aMEH.

- MAKCUMANbHA KilbKiCmb 0anie aKi moxcyms oOymu ompumani: 40 O6ais;

- pesynibmamu HagyauHs axi 6yoyme oyinwoeamucsy: PH1.1, PH1.2, PH1.3, PH1.4, PH 2.1, PH

2.2;

- hopma npoeedenns i 6uoU 3a60aHb: YCHO—TIUCEMOBA GopMa.




Jns 3100yBadiB OCBITHBO-HAYKOBOI'O CTYIEHS, SIKI HAOpAIM CyMapHO MEHIIY KUTbKICTh OaitiB HiXk
KPUMU4HO-pO3paxyrkosuil. minimym — 20 oOanie 1y ONepKaHHs ICIUTY 3a pillleHHsM Kadenpu He
JIOITYCTUTH JI0 CKJI3JIaHHA ICTIUTY 13 PEKOMEH/ALIEI0 3/1aTH KOHTPOJIBHI pOOOTH Ta 3aXUCTUTH HPOEKT 0
TTOBTOPHOTO CKJIaJ[aHHSI ICTIUTY.

PexomennoBanuii MiHiMyM — 36 OaiB.

7.2. Opranizauisi OiHIOBAHHSI:
OOOB’SI3KOBUM € BHKOHAHHS 3aBlaHb, BHHECEHMX Ha CaMOCTIHHY poOOTy, Ta MOIYJIbHHX
KOHTPOJIBHUX pO0iT 3a rpadhikoM podoUoi MPOrpamH.

VY dactuny 1 Bxomath Temu 1 - 4, y yactuny 2 — temu 5 — 8. OOOB’S3KOBHM JIJIsI €K3aMEHY €
BUKOHAHHS YCIX KOHTPOJBHUX POOIT Ta 3aXKCT MPOEKTY 10 BKA3aHOI BUKJIJauyeM JaTH, TIepesl MOYaTKoOM
eK3aMEHaIllHOT cecli, 3riHO HaBYaILHOrO IUIaHy. llepenmucyBaHHS UM TIEPECKJIQNAHHS TEeM HE
MPAKTUKYEThCs. Jl03BOMSETHCS 371a9a OKPEMUX 3aBJIaHb MOIYIIBHUX TEM Y MPOMIKKAX MK HAIMCAHHSIM
MOJYJIbHUX KOHTPOJILHHX POOIT (HANMpHKIIa, Tepiia TeMa 3Ma€Thesl 10 37a4l HACTYMHOI MOJYJIBHOI
KOHTPOJIbHOT poO0TH Y Oy/Ib-SIKHIA 3pyIHHI I BUKJIaada Ta CTy/ICHTa 4ac).

Tepminu npoBeneHHst GopM OLIHIOBAHHS:

1. 3axucm pegpepamy: 0o 10-20 mudichsa Hag4aILHO2O NEPIOOY.

VY BUNazKy BIICYTHOCTI 3 TIOB&)XHUX NPUYMH BiIPAIIOBaHHA Ta Tepe3aadi KOHTPOJIBHI poOOTH
3IIACHIOIOTHCS Y BIMOBITHOCTI 710 «I [0JT0YKEHHS TIPO OpraHi3allito OCBITHBOTO ITPOIIECY».

7.3. IlIkaja BiAmoBiTHOCTI OLIIHOK

Bigminno / Excellent 90-100
Joope / Good 75-89
3anoBianHo / Satisfactory 60-74
He3agosinbno / Fail 0-59

IIpyn BU3HAYeHi OMiHKN BU3HAYAJIBLHOI € podoTa B cemecTpi. [licist 3aBepuieHHS pO3IIISALY
TEM MPOBOAATHCS MHUCbMOBI KOHTPOJIbHI POOOTH Ta TEOPETUYHE OMUTYBAHHS.



8. STRUCTURE OF THE DISCIPLINE. THEMATIC PLAN OF LECTURES AND
TUTORIALS (CTPYKTYPA HABYAJIBHOI JUCHUILIIHU. TEMATUYHWH ILIAH
JEKIIIA I MIPAKTUYHUX 3AHSTH)

KinpkicThs roaun
Amount of hours

CamocrTiiin
Ne Lecture title (Ha3Ba Jekimii) Jexuii | Tpar. a
Lectures |Tutorials po.ﬁf"a
Individual
work
Yacruna 1. Koau BunpaBJieHHSI IOMHJIOK
Part 1. Error correction codes.
1 | Tema 1. Beryn. Ionstrs npo enTpornio. MipkyBaHHS
[llennona. XemiHr-merpukud. Mogeni 3B'3Ky 10
KaHaJIax 13 IIyMOM Ta HasIBHICTIO MiACIyXOByBaua
Camocmitina poboma:
[TopaxyiiTe eHTpomito TeKCcTiB (ctarti Bikimenii, TekcTu
3a BUTLHUM BUOOpOM)/
Theme 1. Introduction. Notion of entropy. C. Shannon’s 2 12
considerations. Hamming metrics. Models of
communication through channels with noise and
presence of eavesdropper
Individual work:
Count entropy of texts (articles of Wikipedia, texts by
free choice)
2 | Tema 2. Komm mpsmoi kopekuii nomuiok. Koau
Xemminra. Kogu sropranns. [Jlekomep Bitep6i. Koam
Pin-Conomona.
Camocmitina poboma:
3anporpamyBaTH AITOPUTM XeMMiHTa./ ) 12
Theme 2. Forward error correction codes. Hamming
codes. Convolution codes. Viterbi decoder. Reed-
Solomon codes.
Individual work:
To program Hamming’s algorithm.
3 | Tema 3. CtucHenHs panux. Murresi koau. Ipedikchi
komu.  HepiBHocti  Kpadra-Makmimmana.  Koawm
Bi3epyHKiB [loBHOTA.
Camocmitina poboma:
CtBOpIiTh KiNbKa (1HAMWBITyaNbHUX) KOAIB Mpedikcin/
Theme 3. Data compression. Instantaneous codes. 2 12
Prefix codes. Kraft-MacMillan inequalities. Pattern
codes. Completeness.
Individual work:
Create some ( individual) prefix codes
4 | Tema 4. Komu Xaddwmana. [leperBoperns Yopiepa. 5 5 12

Anroputm ctucHenns Lempel-Ziv-Welsh.




Camocmitina poboma:

[IporpamyBatn komu Xaddmana. IIporpamysaru
nepetBopenns Burrous-Wheeler./

Theme 4. Huffman codes. Burrous- Wheeler transform.
Lempel-Ziv-Welsh compression algorithm.

Individual work:

To program Huffman codes. To program Burrous-
Wheeler transform.

Yacruna 2. Kpunrorpadis 3 Bigkputum Kiawouem/

Part 2. «Public-key crypto

raphy»

Tema S. OcHoBHI mapagurmu Kpunrtorpadii 3
BiJIKPUTUM KJTFOYEM.

OnnocroponHi ¢ynkiii. Anmroputm Jipdi - ['enmana.
I'pyna DHA. TIpoTokonu koamimii.

Camocmitina poboma:

[MporpamyBat GDH-anroputm anst 3 kopucryBauis./
Theme 5. Main paradigms of public-key cryptography.
One-way functions. Diffie — Hellman algorithm. Group
DHA. Coalition protocols.

Individual work:

To program GDH-algorithm for 3 users.

12

Tema 6. RSA Ta mnoxiOHI TpOTOKONMM Tepeaadi
iHpopmanii. Cxemu Ileitnep i1 benanox.

Camocmitina poboma

[Mporpamysatu cxemu [laitepa abo benanoxa/

Theme 6. RSA and similar protocols for information
transfer. Pailier and Benaloh schemes.

Individual work

To program Pailier or Benaloh schemes

12

Tema 7. Iludposi miamucu. Emintuuna xpuBa
IT1IITHUCIB.

I'pynosi mignucu. 3BoHITH mignucu. Iligmucum Ha
KpUNTOBAIIOTY. MeTonu ayTeHTHdIKaIi

Camocmitina poboma:

Po3pobutu crinux i 2 3 3 miamucis./

Theme 7. Digital signatures. Elliptic curve signatures.
Group signatures. Ring signatures. Signatures for
cryptocurrency. Authentication methods.

Individual work:

To develop blind and 2 from 3 signatures.

12

Tema 8. Xemr-¢pynkuii. @ynkuii MD 5 1 SHA. JlepeBo
Mepxkna. Texnosoris 610k4eitH. Mepexa 61T-MOHeT
Camocmitina poboma:

Buuntu cTpykrypy xemr-arroputmis SHA ta MD5./
Theme 8. Hash-functions. MD 5 and SHA functions.
Mercle tree. Block-chain technology. Bit-coin network
Individual work:

12




To study the structure of SHA and MD5 hash-
algorithms.

3axucm peghepamy | Review defense 2

BCBOI'O/TOTAL 18 4 96

Total duration / 3araabnuii 06°em 120 hours, namely:
Lectures/JIekuiit — 18 hours,

Tutorials/TIpakTuyni — 4 hours.
Consultations/Koncynsrariii - 2 hours.

Individual work/Camocriiina po6ota — 96 hours.

9. Recommended sources / PekomeHnoBaHi akepesia
Main / Ocnoeni:

1.
2.
3.

4.

Shi Lin, D.J. Castello, Error Control Coding.- Pearson Publ., 2004, 1272 pp.
D. Salomon, Handbook of Data Compression.-Springer-Verlag, 2010, 1370pp.
J.Kutz, Y.Lindel, Introduction to Modern Cryptography.-Chaptman&Hall, 2014,

Pp.
A.M. Antonopoulas, Mastering Bitcoin Open Edition, 2014

Additional / Jooamxoei:

1.

A.B.  AmniciMoB  ANTOpuTMIYHA TeOpisl BeIUKUX yHced. //  BugaBHuumit
«Akanemriepionukay, 2001, — 153
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