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1. Mera AUMCHMIUIIHM: JaTW 3HaHHS TNPO 3aXHCT CYYaCHHUX I1H(QOPMAIIHHHX CHCTEM, 3aXHUCT
MEPCOHAIbHUX JaHUX Ta 3aXHCT KOMIT FOTEPHUX MEPEX, 3pO3YMITH KIIFOUOBI TEPMIHHU Ta MOHATTS B
iHpopmaniiiniii Oesmeri, 3po3yMiTH Kpuntorpadiro, ii PO3BHUTOK Ta JAEAKl KIOYOBI METOAM
mudpyBaHHs, 110 BUKOPUCTOBYIOTHCSI ChOTOJIHI, @ TAKOXK KpUMTOTpadidHi MPOTOKOIIH.

/

Discipline aim. To give knowledge about securing modern information systems, protect personal
data, and secure computer networks, understand key terms and concepts in information security,
gain an understanding of cryptography, how it has evolved, and some key encryption techniques
used today, as well as cryptographic protocols.

2. Ilonepeani BUMOI" 10 ONMaHYBaHHS 200 BUOOPY HABYAJIBLHOI THCHHILTiHN/
Preliminary demands to master or choice of the course discipline:

1. 3namu: OCHOBHI KOMIIOHEHTH IH(QOpPMalIMHUX CHUCTEM, OCHOBU aireopu, Teopii
HMOBipHOCTEH Ta Teopii uncel. 3HaHHs TEXHIYHOI aHTTiHChKOT MOBHM Ha piBHI B1.

2. Bmimu: po3po0iisaTH, aHai3yBaTH Ta 3aCTOCOBYBATH MPOTPAMHI CHCTEMU Ui PO3B’SI3aHHS
3aBJlaHb Ta MPUKJIATHUX 33/1a4, BUKOPUCTOBYIOUYH Cy4acHI METOAHM PO3POOKHU IPOTPaM.

/

1. To know: basic components of information systems, foundations of algebra, probability

theory and number theory. Level B1 technical English skills.

2. To be able to: develop, analyse and apply software systems to solve problems and applied
tasks using modern software development methods.

3. AHoTanisi HaBYaJbHOI Jucuuninm / Synopsis of the course:

HapuanbHa nucnuriina «IHpopMmaliiiiHa 6e3meka» € 000B’13K0BOI0 HABYAIBHOK JUCIUILTIHOO
y CKJIaJli OCBITHbO-HAyKOBOI MporpamMH MiAroToBKd ¢axiBuiB «lLITydHuil iHTENEKT» 3a APYrUM
(MaricTepcbKUM) piBHEM BUIIIOI OCBITH rany3i 3HaHb 12 «[HdopMmariiiHi TeXHOIOTI» CeniaabHOCTI
122 «Kowmm'totepHi Hayku». BoHa 3a0e3neuye mpodeciiHuil pO3BUTOK CTYICHTIB MaricTparypw,
cnpsiMOBaHa Ha (OPMYBaHHS TEOPETUYHHUX OCHOB Ta MPAKTUYHUX HABHYOK 3a0e€3MeUYeHHs Oe3MeKH
1H(pOpMaLIHHUX CUCTEM, JOCTIIP)KEHHS 1 BUKOPUCTAHHS KPUNITOTpapiyHUX aJITOPUTMIB 1 IPOTOKOJIIB
JUISL TOCSTHEHHS 11iel iHdopMalliiHo1 6e3mexH.

Jana mucuuriuriHa € 000B’S3KOBOI0 HABYAIBHOIO TUCIHHUILUIIHOK 3a npocpamoro “LlImyunuil
inmenexm”. Buknanaetrbes y 1 cemectpi 1 Kypcy marictpaTypu B o0csi3i — 5 kpeoumie ECTS.

Y kypci mepenbadeHo 2 3micmosux uacmunu, 1 kKonokeiym, 6 nabopamoprux pobim.
3aBepuryeThCcsl AUCHUILITIHA €K3aMEeHOM B 1 cemecTpi 1 Kypcy maricTparypH.

/

The discipline "Information Security" belongs to the list of mandatory discipline. It provides
professional development for graduate students, aimed at forming the theoretical foundations and
practical skills of information systems security, research and use of cryptographic algorithms and
protocols to achieve information security goals.

4. 3apnanus (HaBuaabHi uisti)/ Objectivesofstudy:
OcHoBHMMHM 3aBIaHHSAMHM AucUUIUIIHM «[HpopMmamiiina Oe3neka» € HAaOyTTd 3HaHb, YMiHb Ta
HAaBUYOK (KOMIIETEHTHOCTEH) Ha piBHI HOBITHIX JOCATHEHb B 00jacTi iHQopmarliiiHoi Oe3mneku
BIJIMIOBI/THO JI0 OCBITHHOI KBamidikaIlii MaricTp KOMI IOTEpHUX HayK. 30KpemMa, pO3BHUBATH:
e 31aTHICTB A0 aOCTPAaKTHOI'O MHUCIEHHS, aHali3y Ta cunre3y (3K1).
e 31aTHICTh COIKYBaTHCSA 1HO3eMHOIO MOBOIO (3K5).
e 3JaTHICTh NPOBOAMUTH JOCHTIKEHHS (DYHKI[IOHATbHOI Ta €KOHOMIYHOT e(EeKTHUBHOCTI Ta
HajiiHoCTI iHpopmaniiinux cucreM (CK13).
e 31aTHICTh NPOEKTYyBaTH Ta 3abe3medyBaTH  BIPOBA/DKEHHS CEPBEPHOI 1HPPACTPYKTYpH
KOPHOPaTUBHOIO EeHTPY 00poOku nanux kommadii (CK17).
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/

Obijectives (learning objectives): acquiring knowledge, skills and competences at the level of
the latest achievements in programming, according to the scientific and educational qualification of

“Master”. In particular, to develop:

e The ability to think, analyze and synthesize abstract

e The ability to communicate in a foreign language.

e The ability to investigate the functional and economical efficiency and reliability of

information systems.

e The ability to design and implement the server infrastructure of corporative level datacenter.

5.Pe3ysbTaTi HaBYaHHs 3a Aucuumino/ Results of learning:

Pe3yabraT HaBuanus (PH) ®opmu (Ta/ado MeToau OLiHIOBAHHS BizcoTok
(1. 3uaru; 2. BMiTH; 3. KOMYyHikauisi; 4. aBTOHOMHICTH Ta MeTO/IH i Ta MOPOroBUA nillcl MKOBg’ﬁ
BiIMOBIiTAJIBLHICTH) TEXHOJIOTi) KpuTepii I(I)yiH i3
BUKJIAAAHHA i OuiHIOBaHHA (32 [HI .
Kon Pe3yabTaT HAaBYaHHS . . JUCHUTLTIHA
HABYAHHSA Heo0XiTHOCTI)
3HAaTH OCHOBHI 3aBAaHHSA IH(poOpMaIiiHOT Oe3MeKH,
3arpo3u Ta Bpa3auBoCTi/
PH 1.1 . . . .
To know main goals of information security, K oar (60%
vulnerabilities and threats onoksiym (60% .
- — NPAGUNILHUX 20%
3HaTH OCHOBHI KpuHOTOorpadiuHi IHCTpYMEHTH ISt sionosioeii)
PH 12 JIOCSITHeHHSI 1iinieit inpopMariiiinoi 0e3nexu / eK3aMeH ’
™ |To know the basic cryptographic tools to achieve Jexyisl abo amo’m.
information security goals Lecture pob fmu 1p 5/
3HaTH  MaTeMaTH4HI  OCHOBH  KpHITOrpadidHmX i
S P rpad Collogquium (60%
PH1.3 To Enow mathematical foundations of cryptographic correct answers),
. yptograp exam, labs 20%
algorithms
3HaTH OCHOBHI Kpunrtorpadiuai npotokonu/
PH 14 : -
To know the basic cryptographic protocols
BMitt  po3pobmsith i aHami3yBaTH  3aco0u Konoxeiym (60%
indopmarriiitoi 6e3mnexn/ Jlexyis, npaBUTLHUX o
PH 2.1 . . . : . 20%
Be able to develop and analyze information security | za6opamopna gionogioeti),
tools poboma, eK3aMeH,
Bwmitu 3actocoByBatu KpunrorpadiuHi 3acobu mist | camocmiiHa nabopamopHi
3abe3nedeHHs iHopmariiiiHoi 6e3nexn/ pobomal pobomu 1-5/
PH 2.2 Be able to wuse cryptographic tools to ensure Lecture, Colloquium (60% 20%
’ information security lab,individual correct answers),
work exam, labs
BMmiTi 3acTOCOBYBaTH MpPOrpaMHi 3aco0d PO3POOKH
CHUCTEM
PH 2.3 / 5%
Be able to use systems development tools
PH3.1 OOrpyHTOBYBaTH BJIACHMW TOTJISII  HA  3ajady,
CIJIKYBATHCS 3 KOJIETAMHU 3 MHUTaHb MPOCKTYBaHHs Ta | Jlabopamopna
PO3poOKH TIpoTpaM, CKIIQJIaTH MUCHMOBI 3BITH poboma,
/ camocminna Tabovamonni 5%
Be able to justify own view of the problem, pobomal panop
. - - ) pobomu 1-5/Labs
communicate with colleagues in the design and Lab,
development of programs, prepare written reports individualwor
PH4.1 JeMoHCTpaliss ~ aBTOPUTETHOCTI, IHHOBAIIIMHOCTI, k
BHCOKOTO CTYIICHS CaMOCTIHHOCTI, aKaJIeMidyHOi Ta
npodeciiftHoi T0OpOIECHOCTI, MOCIITOBHOI BiITaHOCTI
PO3BUTKY HOBHUX iJieli a00 TMpoleciB y MepeaoBUX 5%

KOHTEKcTaxX mpodeciiiHoi Ta HayKOBOi IisSUTBHOCTI, IIO
CTOCY€ETBCSI TEOpil Ta TEXHONIOTii MPOrpaMyBaHHS.
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/

Demonstration of authority, innovativeness, high
degree of independence, academic and professional
integrity, consistent dedication to the development of
new ideas or processes in advanced contexts of
professional and scientific activity related to the theory
and technology of programming.

PH4.2 BinmoBigaikHO CTaBUTHCSA 10 BUKOHYBaHHX pOOIT,
HECTH BiANOBINAJILHICTD 3a IX AKICTh

/ 5%
Responsibly treat the works performed, be responsible
for their quality

6. CniBBiJHOIIEHHSI PpPe3yJbTATIiB HABYAHHA AMCUUILIIHM i3 NMPOrpaMHUMM pe3yJibTaTaMHu
HaBuanns / Correspondensebetweenlearningresultsandprogramstudyresults

Pe3yabTatn HaBYaHHA
MUCHUILTIHHA

PH1.1
PH1.2
PH1.3
PH1.4
PH2.1
PH2.2
PH2.3
PH3.1
PH4.1
PH4.2

IIporpamsi pe3yjbTaTu
HABYaHHS

(3 onucy ocgimuboi npozpamu,)

ITPH8. AmnanizyBatu 0COOJUBOCTI BUKOPHUCTAHHSA
Cy4acHHUX KBaHTOBUX TEXHOJIOTIH! TUTST
3a0e3MevYeHHs] BHUpIIIEHHA MpoOJieM, 30Kpema
KOH(DiIeHITIITHOTO 3B’SI3KY, KBaHTOBOT | + | + | + +l+ |+ 1+ |+
kpunrorpadii, 3I1HCHIOBATH JIOCJIIIKEHHSA
TEOPETUYHUX Ta CKCIICPHUMEHTAIbHUX AaCICKTiB
KBaHTOBOI iH()OPMATHKHU.

IMTPH11. Bwmitu  aHamizyBaTu  pU3HKH 3
ypaxyBaHHSIM KOPIIOPAaTUBHUX I[IHHOCTEH Ta
1HTepeciB, pO3pOOJIATH IUIAH YIPABIIHHSA PU3UKAMU
JUIST  BU3HAUEHHS HEOOXITHUX MPOQiTaKTHIHUX
3aX0JiB, 3aCTOCOBYBaTH Jii IS TIOM'SKIICHHS
HACJIIJIKIB PU3HKIB Ta HeTlepea0adeHHX diif.

7. Cxema ¢opMyBaHHSI OL[iHKH.

7.1. ®opmu ONiHIOBAHHA 3100yBa4iB OCBITHLO-HAYKOBOI'0 CTYIICHS !

- ONiHIOBAHHS BIPOI0BK HABYAJILHOIO Nepioay:
1. Konoksiym: PH1.1, PH1.2, PH1.3, PH1.4, PH2.1, PH2.2 — 15 6anis/9 Gais;
2. Jlabopamopni pooomu: PH1.3, PH1.4, PH2.1, PH2.2, PH2.3, PH3.1, PH4.1, PH4.2 — 45
Oainis/27 Ganis;

- MiJICyMKOBe OLiIHIOBAHHSA: €K3aMECH.
- MAKCUMANbHA KibKicmb 6anié Axki modxcyms 6ymu ompumani: 40 6amiB;
- pe3yrbmamu HagyauHs ki 6yoyme oyiniosamucy: PH1.1, PH1.2, PH1.3, PH1.4, PH2.1,
PH2.2;
- popma npoeedenHs i 6udu 3a60aHb. TTMCHMOBA poOOTA.
- 6UOU 3a80aHb. 2 THCHMOBUX 3aBIaHHs (IPAKTUYHI 3aBAaHHS) Ta | yCHE TeOpeTHYHE MTUTAHHS,
- 1711 OTPUMAHHS 3araJIbHOI MO3UTHBHOT OIIHKY 3 JUCITUIUIIHYU OIlIHKA 32 ICIIUT MOBUHHA OyTH HE
MEHIIIOI0 HIXK 24 6anu;
- CTY/ICHTHU HE JOIMYCKAIOTHCSA J0 ICMUT, SKIIO MPOTATOM CEMECTPY BOHHM HaOpaliu MeHIIe Hik 36
Oaiis;
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- CTYACHTH HC OOMYCKANOTHCA 10 iCHI/ITy, AKIIO OPOTATOM CEMCCTPY BOHHU HC BUKOHAJIM Ta HEC
3aXUCTUIIN pedepar.

Kpurepii oniHioBaHHA HA icnuUTi

3aBaaHHA Tema 3aBIaHHA MakcuMaJbHU Bcboro BincoTkiB
BigcoTok Bix 40
oaJiB
3aBmanus 1 TeopernyHe nmUTaHHS 40% 40%
3a MaTepiaaMu
KypCy

3aBganHs 2 ITo 30% 60%
3aBaanHg 3

100%

Jlisi OTpUMaHHS 3araJibHOI IO3UTUBHOI OIIIHKY 3 TUCIMILIIHK OIliHKa 332 €K3aMEH HEe MOXKe OyTh
MeHmio 24 OamiB. CTyACHT HE JOIMYCKAEThCS 10 €K3aMeHy, SKIIO ITiJI Yac ceMecTpy HaOpas
mentre 20 GatiB.

YMmoBu JiabopaTopuux podit/Laboratory works:

I[pukaan 1ad6opaTopHoi podoTH:

IMmnieMeHTyBaTH 3a/1aHi ATOPUTMHU CUMETPUYHOTO O5104HOTO mudpyBanss. [lopiBHATH
MIBUJIKOCTI MH(pyBaHHs JJIs 33IlaHUX PEKUMIB mudpyBanHs. [liroTyBaTu 3BIT 1 BUXiIHUH KO/I.

Sample Lab:
Implement given algorithms of symmetric block encryption. Compare encryption speeds for given
encryption modes. Prepare report and source code.

3anuTaHHs 10 KOJIOKBiymy/ Test questions
Ipuknaam 3aB1aHb:

1. [ToHATTS PO BPa3IUBOCTI.

2. CHHTaKCHC KPUNTOCHCTEM 3 CEKPETHUM KITFOUEM.

3. ITo6yayBaTu Mozieib 3arpo3 KOH(1AEHIIMHOCTI JaHUX Y cMapT(dOoHi.
Sample tasks:

1. Vulnarability notion.

2. Syntax of secret key cryptosystems.

3. Treat modelling for data confidentiality in smartphone.

7.2. Opranizanisi OHiHIOBAHHS:
OOOB’SI3KOBUM € BHUKOHAHHSI 3aBJIaHb, BUHECEHUX Ha CaMOCTIHHY po0OTy, 1ab0opaTopHUX poOIT Ta
KOJIOKBiyMY 3a rpagixom pobo4oi mporpamu.

Tepminn npoBenenHst popM OLiHIOBAHHSA:
1. Konoksiym: 00 8 muoicHs HaguanbHo2o nepiooy.
2. Jlabopamopni pobomu 1-5: 00 4,5,6,8,10 muorcnie nasuanvroeo nepiody 8ionogiono.

VY BumnaKy BiZICYyTHOCTI CTy/IEHTA 3 MOBAKHUX MPUYMH BIIIPALFOBAHHS Ta Mepe3ayl JJabopaTOpHUX
POOIT 1 KOJOKBIyMYy 3MIMCHIOIOTBCS y BIIMOBITHOCTI JI0 ,,II0JIOKEHHS TIPO TOPSIIOK OIIHIOBAHHS 3HAHb

CTYZEHTIB IPH KPEIUTHO-MOAY/IbHIM cucTeMi opraHizarii HaBuaabHoro rnporecy” Bif 1 sxoBTHs 2010 poky.

7.3. llIkaja BiAmoBiTHOCTI OLIIHOK
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Bigminno / Excellent 90-100
Hoope / Good 75-89
3anoBianHo / Satisfactory 60-74
Heszagosinbuo / Fail 0-59

8. CTPYKTYPA HABYAJIbHOI JUCHUILITHA. TEMATUYHUA ILJIAH JIEKIIA

KinekicTh rognn

HasBa jexuii .. [JTaboparop| Camocriiina
Jlekuil .
Hi poboTta

Yacruna 1.«OcHoBHi mini indpopmaniiinoi 6e3mexn»
Part 1. “Main goals of information security”

Tema 1. OcHoBHI 3aBIaHHs iH(OpMAIiHOT
6e3nexn.Bpa3znuBocTi i 3arpo3m.
Camocmitina poboma:

BuBunTH npuyMHM 3arpo3 i Bpa3IMBOCTEN Ha
IpUKiIagax .

/ 2 6
Theme 1.Main tasks of information security.
Vulnerabilities and threats.

Individual work:

Case study of reasons why vulnerabilities and threats
appear.

Tema 2.Ataku Ha iHQOPMAITiIiHI CHCTEMH.
MopentoBanHs 3arpo3. Po3po0ka 3aco6iB Oe3mexu.
Camocmitina poboma:

MoenoBaHHs 3arpo3 Ha MPUKJIaIax.

/ 2 6
Theme2.Attacks on information systems. Threat
modelling. Design of security solutions.
Individual work:

Case study of threat modelling.

Tema 3.Cumerpuuni mmdpu ans  3a0e3neueHHs
KoH(11eHiltHOCTI JaHuX. [I0TOKOBI pexuMu.
Camocmitina poboma:

BuBunTH CTaHIapTH CUMETPUYHOTO MIU(PYBAHHS.

/ 4 2 10
Theme 3. Symmetric ciphers for dataconfidentiality.
Individual work:

Study standards for symmetric encryption. Stream
modes.

Tema 4. [ToTokosi mudpu.

Camocmitina poboma:

BupunTtu MeToau mudpyBaHHsS CXOBHIL JaHUX.
/ 2 2 6
Theme 4. Stream ciphers.

Individual work:

Study methods to encrypt data storages.

Tema  S.Kpunrtorpadiuai  xem  QyHKImii A
3a0e3neueHHs MigicHOCTI JaHux. CXeMH JOITOBHEHHSI.
@DyHKIIIT TeHepyBaHHS KIIOYiB.

Camocmitina poboma:
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BuBuntH cTaHmapTH KpUNTOrpadidHOTO XeEIIyBaHHS.
TexHomorii 0JI0KYEHHY.

/
Theme 5. Cryptographic hash functions for data
integrity. Padding schemes. Key derivation functions.
Individual work:

Study standards for cryptographic hashing. Blockchain
technologies.

Konoxeiym |

Colloquium. 2

Yacruna 2.«3a0e3neveHHs 3aBAanb iHgopMmaniiiHoi 0e3nexn 3acodamu kpunrorpadgii
3 MyOJiYHHEM KJI0uemM»/
Part 2. “Ensuring information security tasks by means of public key cryptography”

Tema 6.Kpunrocucremu 3 myOIigHIM KITHOUYEM.
Camocmitina poboma:

BuBunTé MeToM KMOBIpHOCHOTO MK PYBaHHS.
/ 2 2 8
Theme 6. Public key cryptosystems.
Individual work:

Study methods of probabilistic encryption.

Tema 7.Cxemu 1mdpoBOro miAmucy Ta  KOIH
ayTeHTU(IKaIli] MOBiJOMIIEHb.

Camocmitina poboma:

BuBunTu crangapt nudpoBUX MiIIUCIB.

/ 2 2 8
Theme 7. Schemes of digital signatures and message
authentication codes.

Individual work:

Study standards for digital signatures.

Tema 8.MaremaTnuHi OCHOBHM KpurTorpagii Ha OCHOBI
SMNTUYHUX KPUBHX. 3a/1a4a JUCKPETHOTO Jiorapudma.
Camocmitina poboma:

Busuntn aIITOPUTMHU PO3B’sI3yBaHHS 3ajaui
JMCKPETHOro Jiorapudma.

/ 2 2 8
Theme 8. Mathematical foundations of elliptic curve
cryptography. Discrete logarithm problem.

Individual work:

Study algorithms for solving discrete logarithm
problem.

Tema 9.IIpoTokonn y3roDKEHHS KITFOUiB.

Camocmitina poboma:

BuBuntu QopmanbHi MeTOAM aHami3y MPOTOKOJIIB
Y3IroKCHHA KJIIOYiB.

/ 2 8
Theme 9. Key establishment protocols.

Individual work:

Study formal methods of analysis of key establishment
protocols.

Tema 10. be3neka qaHux B IHTEPHETI.
Camocmitina poboma: 2 8
Buuntu npotokonu TLS.

© Ouiitnuk A.C., 2020 pix




/
Theme 10. Internet data security.
Individual work:

Study TLS protocols.

BCBhOI'O/ TOTAL 26 12 80

3araabHuii o6csar 120 cooun, B Tomy uucii / Total duration 120 hours, namely:
Jlexuii/ Lectures — 26 2ooun [ hours,

Jlaboparopwni/Labs — 12 roaus / hours,

Koncynpranii / Consultations — 2 2oounu I hours.

Cawmocriiina po6ota / Individual work — 80 cooun / hours.

9.

akrownE

~No

PexomenaoBani qxepesa / Literature

Ocnoeni [ Main:

H.Bidgoli (Ed.) Handbook of Information Security, Volume 1. JohnWiley&Sonsinc., 2006.
H.Bidgoli (Ed.) Handbook of Information Security, Volume 2. JohnWiley&Sonsinc., 2006.
H.Bidgoli (Ed.) Handbook of Information Security, Volume 3. JohnWiley&Sonsinc., 2006.
N.Smart Cryptography made simple. Springer, 2016.

O.Bep6iupkuit Bemyn oo kpunmonoeii. BHTIL, 1998.

Jlooamkoei [ Additional:

J.-P.Aumasson Serious cryptography. No starch press, 2018.

J. Katz, Y. Lindell Introduction to modern cryptography. CRC Press, 2015.

A. Narayanan, J. Bonneau, Ed. Felten, A. Miller, S. Goldfeder Bitcoin and cryptocurrency
technologies: a comprehensive introduction. Princeton University Press, 2016.

C. Paar, J. Pelzl Understanding cryptography. Springer, 2010.

© Ouiitnuk A.C., 2020 pix



