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1. Mera AMCUHMIUVIIHM: [aTH 3HAHHS TPO 3aXHUCT CYYacHHX iH(OPMAIIHUX CHUCTEM, 3aXUCT
MEPCOHAIBHUX JIAHUX Ta 3aXUCT KOMIT FOTEPHAX MEPEXK, 3pO3yMITH KIIFOYOBI TEPMIiHHU Ta TMOHATTS B
iHpopManiitHiii Oe3meni, 3po3yMiTH Kpunrorpadiro, i pPO3BHUTOK Ta JAesAKi KIIOYOBI METOIU
muQpyBaHHs, 1[0 BUKOPUCTOBYIOTHCS ChOTO/IHI, & TAKOK KPUITOTpadivHi MPOTOKOIIH.

/

Discipline aim. To give knowledge about securing modern information systems, protect personal
data, and secure computer networks, understand key terms and concepts in information security, gain
an understanding of cryptography, how it has evolved, and some key encryption techniques used
today, as well as cryptographic protocols.

2. Ilonepeani BUMOrHY /10 ONIaHYBaHHs 200 BUOOPY HABYAJIbHOI JMCHUILIiHM/:
Preliminary demands to master or choice of the course discipline:

1. 3uamu: OCHOBHI KOMIIOHEHTH 1HPOPMAIIHTHUX CUCTEM, OCHOBH alreOpH, Teopii iIMoBipHOCTEH
Ta Teopii uncen. 3HaHHS TEXHIYHOI aHTIIIHCHKOT MOBHU Ha piBHI B1.

2. Bmimu: po3poOnsTH, aHANI3yBaTH Ta 3aCTOCOBYBATH HPOTPAMHI CUCTEMH Uil PO3B’S3aHHS
3aBJaHb Ta MPHUKIIQJTHAX 33]1a4, BAKOPUCTOBYIOUN CY4acHI METOIU pO3pOOKHU IpOrpam.

/
1. To know: basic components of information systems, foundations of algebra, probability theory

and number theory. Level B1 technical English skills.

2. To be able to: develop, analyse and apply software systems to solve problems and applied tasks
using modern software development methods.

3. AHoTania HaBYaAbHOIL AucHuninu / Synopsis of the course:

Hapuanpna pucimruiina «besmeka fgaHMX y MalIMHHOMY HaBYaHHI» € 00OB’S3KOBOIO
HABYAJILHOIO TUCIUILIIHOIO Y CKJIaJli OCBITHRO-HAYKOBOI MPOrpamMu miAroToBku QaxisiiB « [ ITyqnmit
IHTENIeKT» 3a JAPYrMM (MaricTepcbKHM) piBHEM BHINOi OCBITH Taiy3i 3HaHb 12 «lHpopmamiiiHi
TexHomorii» crenianpHocTi 122 «Komm'rorepri Hayku». Bona 3a0e3nedye npodeciitauii po3BUTOK
CTYACHTIB MaricTparypH, CpsiMoBaHa Ha (OPMYBaHHS TEOPETUYHIX OCHOB Ta MPAKTUIHUX HABHYOK
3a0e3neueHHs Oe3neku iHQOpMamiiHUX CHCTEM, IOCITIKEHHS 1| BUKOPUCTAHHS KpUNTOTpadigHUX
QJITOPUTMIB 1 POTOKOJIIB AJISl TOCATHEHHS IIiJIeH iHpopMamiitHOi Oe3MeKH.

Jlana mucnuimiiHa € 00OB’SI3KOBOK0 HABUAIBHOIO JHCIHUILUTIHOKW 3a npozcpamoro “‘llImyunuil
inmenexm”. BuUKiamaeTbcsy 2 ceMecTpi 2 Kypcy marictparypu B 06cs3i — 4 kpeoumis ECTS.

Y xypci mependaueHo 2 szmicmosux uwacmunu, 1 xonoxeiym, 3 aabopamopui pobomu.
3aBepInyeThCs IUCIUILTIHA ICTUTOM B 4 ceMecTpi.

/

The discipline "Data security in machine learning" belongs to the list of mandatory discipline. It
provides professional development for graduate students, aimed at forming the theoretical foundations
and practical skills of information systems security, research and use of cryptographic algorithms and
protocols to achieve information security goals.

4. 3apaanus (HaByaJbHi Hiai)/ Objectivesofstudy:
OCHOBHUMH 3aBIaHHSIMH JUCHUILTIHU « be3neka naHuxX y MallMHHOMY HaBYaHHI» € HAOyTTs 3HAHB,
YMiHb Ta HaBHYOK (KOMIIETEHTHOCTEW) Ha PiBHI HOBITHIX JOCSTHEHb B obOnacTi iHdopmariiHol
0e3MeKy BiJIMOBITHO IO OCBITHHOI KBaTi(piKallii MaricTp KOMI IOTEpPHUX HayK. 30KpeMa, pO3BUBATH:
e 3IaTHICTH CIUIKYBaTHCS iHO3eMHOIO MOBOIO (3KS5).
e 3aTHICTh JI0 MPOEKTYBAaHHS Ta peaiizalii cucreM mMTy4HOro iHTenekty. (CK21.2).
/
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Objectives (learning objectives): acquiring knowledge, skills and competences at the level of
the latest achievements in programming, according to the scientific and educational qualification of
“Master”. In particular, to develop:

e The ability to communicate in a foreign language.
e The ability to design and implement artificial intelligence systems.

5.Pe3yjbTaTH HABYaHHA 3a JUcHMILIiHOO/ Results of learning:

/

Demonstration of authority, innovativeness, high degree
of independence, academic and professional integrity,
consistent dedication to the development of new ideas
or processes in advanced contexts of professional and

PesyabtaT HaBuanns (PH) ®opmu (Ta/ado [MeToaH ONiHIOBAHHS BincoTok
(1. 3naru; 2. Bmith; 3. KoMyHikaunisi; 4. aBTOHOMHICTb Ta MeTOIH i Ta MOPOroBHUii mize MKOB%;,I
BiNOBiNAJILHICTB) TEeXHOJI0Tii) KpHuTepii OlfiHIIi 3
BUKJIQAAHHA i OI[iHIOBAHHA (32 .
Kon Pe3ynbTaT HABYaAHHS . . AUCIMILTIHU
HABYaHHS HeoOXiTHOCTi)
3HaTH OCHOBHI 3aBJaHHs iH(opMaliiiHOT Oe3mneKH,
3arpo3u Ta Bpa3jiuBOCTI/
PH 1.1 . . . .
To know main goals of information security, "
o 20%
vulnerabilities and threats
PH 1.2 3HaTH OCHOBHI IHCTPYMEHTH AJ1s O€311€4HOr0 HaBYaHHs/ Konoxeiym,
"™ |To know the basic tools for secure learning icnum,
3HaTH  MaTeMaTH4YHi  OCHOBH  Kpumrorpadiuux Jexyis/ nabopamopHi
ANTOPUTMIB/ Lecture pobomu/
PH 1.3 . . . .
To know mathematical foundations of cryptographic Colloquium,
algorithms exam, labs 20%
. . . 0
3HATH OCHOBHI KpuntorpadidHi MpoTOKOIH IS
0e31eYHoro HaByaHHs/
PH 1.4 . .
To know the basic cryptographic protocols for secure
learning
Bmit  po3pobmsTm 1 aHamizyBatTh  3aco0u Texuis
indopMariiitHoi 0e3mexu/ Uiz, Konoxeiym, o
PH2.1 . . . nabopamophna ; 20%
Be able to develop and analyze information security oGoma icnum,
tools p . nabopamopHi
- — camocmiina
BwMmitu 3actocoByBatH KpunrtorpadiyHi 3acodu ams oGoma/ pobomu/
3a0e3nedyeHHs iHQopMaLiiiHOI Oe3MeKHd B MAIMHHOMY P Colloquium,
. Lecture, Y
PH2.2 | naByaHHi/ RS exam, labs 20%
. . . lab,individual
Be able to use cryptographic tools to ensure information work
security in machine learning
BwMiT 3acTtocoByBaTH mporpamHi 3aco0M po3poOKH
cHCTEM
PH 2.3 / 5%
Be able to use systems development tools
PH3.1 OOrpyHTOBYBAaTH BIAaCHHH TOISA Ha  3ajaady,
CILIKYBATHCS 3 KOJETaMH 3 MHUTaHb NPOCKTYBaHHS Ta
PpO3po0KK porpam, CKIaaTH MUCbMOBI 3BIiTH
/ Jlabopamopna 3%
Be able to justify own view of the problem, oléomap
communicate with colleagues in the design and p oo .
. camocmitina Jla6opamopHi
development of programs, prepare written reports
PHA1 il - - - — - poboma/ pobomu,
. €MOHCTpAIlisl ~ aBTOPHTETHOCTI IHHOBaIIHHOCTI
pan P e 1l L Lab, Icnum/Lab, exam
BHUCOKOTO CTYIICHS CaMOCTIHHOCTI, akaieMidHoi Ta | . ,. .
AV . . .. . | individualwor
npodeciiiHoi 106pOoYecCHOCTI, MOCTIJOBHOI BiAIaHOCTI k
PO3BUTKY HOBHX imeil abo mpomeciB y HepemoBHX
KOHTEKCTax MpogeciiHOl Ta HayKOBOI HisNIBHOCTI, 110
CTOCYETBCS TEOPIi Ta TEXHOJOTIT POrpaMmyBaHH:L. 59,
4
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scientific activity related to the theory and technology of
programming.

PH4.2 BinmoBinanbHO CTAaBUTUCS [0 BUKOHYBaHHX pOOIT,
HECTH BIITOBIIAJILHICT 3a 1X AKICTh

/ 5%
Responsibly treat the works performed, be responsible
for their quality

6. CniBBifHOIIEHHS1 Pe3yJbTATIB HABYAHHS IMCUUILIIHM i3 NPOrpaMHUMH pe3yJibTaTaMHU
HaBuyaHHs / Correspondensebetweenlearningresultsandprogramstudyresults

Pe3syiabTarn HaBYaHHA
HHCHHHJ‘[iH“v—#NMVﬂﬁ!(")MMN
— — Y - o [a\] o [ag] < <
. ==S == B==0 == == == == == == ==
IIporpamsi pe3yabraTn B | A | A A | A | A A | A | A | A
HaBYaHHA
(3 onucy oceimnwoi npocpamu,)
MIPH19.2. 3naTtu, aHami3yBaTd, BHOMpATH Ta
KBaMiikoBaHO 3aCTOCOBYBATH 3acobu
3a0e3neyeHHs iHQopMaIliiHOl Oe3MeKH i ITICHOCTI
JAHUX Y MalllUHHOMY HaBYaHHI.
/ +l+ |+ |+ |+ |+ ]+ ]+ |+ |+
Know, analyze, select and apply qualified means of
ensuring information security and data integrity in
machine learning.

7. Cxema ¢opmyBanHs ouinku/ Mark forming scheme.

7.1. ®opmu ouiHoBaHHs cTydeHTIB/ Student evaluation forms:

- OIIiIHIOBAHHA BIIPO/IOB:K HABYAJIBLHOIO Nepioay/evaluation in semester:
1. Konoxksiym / Colloquium: PH1.1, PH1.2, PH1.3, PH1.4, PH2.1, PH2.2 — 15 6aniB (points)/9
6amiB (points);
2. Jlabopamopui pobomu 1-3 / Laboratory Works 1-3: PH1.1, PH1.2, PH1.3, PH1.4, PH2.1,
PH2.2, PH2.3, PH3.1, PH4.1, PH4.2 — 45 6aniB (points)/27 6amniB (points);

- mincymkone oninopanHs/final evaluation: icrimt/exam.
- MAKCUMANbHA KIIbKICMb 6ani ki Moxcymv oymu ompumani: 40 6aiis;
- pe3yabmamu HaguauHs ki 6yoyms oyinoeamucsy. PH1.1, PH1.2, PH1.3, PH1.4, PH2.1, PH2.2,
PH3.1, PH4.1, PH4.2;
- popma nposedenns i 6udU 3a60aHb: TMCHMOBA POOOTA.
- 8UOU 3a80aHb: 2 TMCHMOBHX 3aBJIaHHS (IIPAKTUYHI 3aB/laHHs) Ta | yCHE TeOpeTHYHE MUTAHHS;
- UL OTPUMaHHSI 3araJibHOI IO3UTUBHOT OLIHKHU 3 JUCIMILUTIHU OLlIHKA 32 iICIUT MOBHHHA OyTH HE
MEHIIIOI0 HikK 24 6anu;
- CTYJICHTH HE JIOMYCKATHCSA 70 ICIHUT, SKIIO MPOTIrOM CEMECTPY BOHU HaOpau MEHIIe Hixk 36
0aJiB;
- CTyJICHTH HE JOMYCKAIOThCS JIO ICTHUTY, SKIIO MPOTATOM CEMECTPY BOHM HE BHKOHAJIM Ta HE
3axucThin pedepar.

- the maximum number of points that can be obtained by a student: 40 points;

-learning outcomes that will be evaluated: PH1.1, PH1.2, PH1.3, PH1.4, PH2.1, PH2.2, PH3.1,
PH4.1, PH4.2;
- form of conducting and types of tasks: written work;
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- types of tasks: 3 written tasks (3 theoretical questions);

- to obtain an overall positive grade in the discipline, the grade for the exam must be not less than

24 points;

- a student is not allowed to take the exam if he scored less than 36 points during the semester;

- a students are not allowed to take the exam if they have not completed and defended the abstract

during the semester..

Kpurepii ouinioBanis Ha icnuti / Examination criteria for the exam

3aBpanns / Tema 3aBnannsa / MakcumMaJabHAH Bceboro BigcoTkiB /
Task Topic task BigcoTok Bix 40 Total
o0ajiB / Maximum
percentage of 40
points
3aBganns 1 / Task 1 Teopernune muTaHHS 40% 40%
3asganns 2 / Task 2 3a MarepiaaMu ITo 30% 60%
3asmanns 3 / Task 3 Kkypcy / Questions on
theoretical materials
of the course
100%

YmoBu gabdoparopHux podit/Laboratory works:

[pukaax 1abopaTopHoi podoTH:

3acTocyBaTH OAMH 3 METOMIB (heIepaTUBHOTO HABYAHHS JUIS TPEHYBaHHS MOJEIIL.
[ligroryBatu 3BiT i BUXiTHUN KOJ.

Sample Lab:
Apply one of the methods of federated learning for model training. Prepare report and source code.

3anuTtanns 10 koJokBiymy/Test questions
IIpukJjanu 3aBJaHb:

1. lonsitTs mpo BpaznusocTi. [Ipuknany.

2. O3HaueHHs qUQepeHIifHOT TPUBATHOCTI.

3. Cxemu denepaTuBHOTO HABYAHHSI.
Sample tasks:

1. Vulnarability notion. Examples.

2. Definition of differential privacy.

3. Schemes of federated learning.

7.2. Opranizauis ouiHoBaHHs / Evaluation organization:
OO0O0B’SI3KOBUM € BUKOHAHHS 3aBJlaHb, BAHECEHWX Ha CAMOCTiIHHY po0OOTYy, Ta0OpaToOpHUX pOOIT Ta
KOJIOKBiyMy 3a rpadikoM poOo4oi mporpamu.

Tepminu npoBeneHHs1 GopM OLiHIOBAHHA:
1. Konoksiym: 00 8 mudicHsi HA8YATbHO20 Nepiooy.
2. Jlabopamopni pobomu 1-3: 0o 4,7, 10 mudsicnis HaguaibHo20 nepiody 8i0N0GIOHO.

Y BHUMNazKy BiZICYTHOCTI CTyZEHTA 3 TIOBOYKHUX PHYHMH Bi/IIPAIFOBAHHS Ta Mepe3aadi 1ad0paTopHuX
POOIT 1 KOJIOKBIYyMY 3iHCHIOOTHCS Y BIATIOBITHOCTI JIO ,,IIOJIO’KEHHS TIPO TOPSIOK OIIHIOBAHHS 3HAHB
CTYJICHTIB TIPH KPeIUTHO-MOTYJIBHIH CHCTeMi OpraHi3altii HapdaibHoro mpotiecy” Bin 1 sxoBtast 2010 poky.
/ Terms of evaluation forms:
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1. Colloquium: during the semester.;
2. Laboratory Works 1-3: up to 4,7,10 weeks of the training period, respectively.

7.3. IIkaua BinnoBigHocti oninok / Mark correspondence scale

Bigminno / Excellent 90-100
Joo6pe / Good 75-89
3angoBinbHo / Satisfactory 60-74
Heszagosinbuo / Fail 0-59

8. CTPYKTYPA HABYAJIBHOI JUCHUILUIIHA. TEMATUYHUN TIJIAH JIEKIIA /
STRUCTURE OF THE DISCIPLINE. THEMATIC PLAN OF LECTURES

KinbkicTs rognnu

Ne Hasga aexuii .. |/Taboparop| Camocriiina
Jlexmii .
Hi pobota

YacTruna 1.«MeToau 0e31e4HOr0 HABYAHHS»
Part 1. “Methods of secure learning”

1 | Tema 1. Bpa3nuBocTi i 3arpo3u B MAITHHHOMY
HaBYaHHi. [IpyBaTHICTH JaHUX 1 MIJTICHICTh MOJECTICH.
Camocmitina poboma:

BuBuNTH pUYMHY Ta HACTIIKA 3arPO3 1 BPa3IUBOCTEH
Ha MPHUKIIAIaX.

/ 1 16
Theme 1.Vulnerabilities and threats in machine
learning. Data privacy and consistency of models.
Individual work:

Case study of reasons and consequences of
vulnerabilities and threats.

2 | Tema 2. ludepenniitna mpuBaTHICTb.
Camocmitina poboma:

BuBunTH MeToau qudepeHIiiHoi MpUBaTHOCTI.
/ 2 16
Theme 2.Differential privacy.
Individual work:

Study of methods of differential privacy.

3 | Tema 3. ®enepaTvBHE HABYAHHS.
Camocmitina poboma:

BuBuuty Metonu genepaTUBHOTO HaBYaHHS.
/ 2 6 20
Theme 3. Federated learning.
Individual work:

Study methods of federated learning.

Konoxsiym /

Colloquium. !

Yactuna 2.«Kpunrorpadivuni iHcCTpyMeHTH 0€e31Me4HOro HaBYaHHD»/
Part 2. “Cryptographic tools for secure learning”

4 | Tema 4. Posnomin cekpery 1 JoBeneHHs 0e3
PO3TOJIOIIEHHS. 2 4 20
Camocmitina poboma:
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BuBuuty MeToau 10BeIeHb 0€3 PO3TOJIOMICHHSI.

/

Theme 4. Secret sharing and zero knoeledge proofs.
Individual work:

Study methods of zero knowledge proofs.

Tema 5. 'omomopdHe mudpyBaHHs.
Camocmitina poboma:

BuBuntu metoau romomMop¢hHOro muppyBaHHs.
/ 2 4 20
Theme 5. Homomorphic encryption.
Individual work:

Study methods of homomorphic encryption.

BCBOI'O/ TOTAL 10 14 92

3araabumii oocar 120 2ooun, B Tomy uncii / Total duration 120 hours, namely:
Jlexii/ Lectures — 10 200un / hours,

Jlaboparopni/Labs — 14 roaun / hours,

Koncynvpranii / Consultations — 4 2codunu / hours.

Camocriitna po6ora / Individual work — 92 coounu / hours.

9.

Nk

o

PexomenpnoBani p:xepeina / Literature

Ocnoeni / Main:

H.Bidgoli (Ed.) Handbook of Information Security, Volume 1. JohnWiley&SonsInc., 2006.
H.Bidgoli (Ed.) Handbook of Information Security, Volume 2. JohnWiley&SonsInc., 2006.
H.Bidgoli (Ed.) Handbook of Information Security, Volume 3. JohnWiley&SonsInc., 2006.

J. Katz, Y. Lindell Introduction to modern cryptography. CRC Press, 2015.

C.Dwork, A.Roth. The Algorithmic Foundations of Differential Privacy. Foundations and Trends
in Theoretical Computer Science, 2014, Vol. 9, Nos. 34, 211-407.

V.Mothukuri, R.Parizi, S. Pouriyeh, Y.Huang, A.Dehghantanha, G.Srivastava. A4 survey on
security and privacy of federated learning. Future Generation Computer Systems, 2021, Vol. 115,
619-640.

Hooamkoei / Additional:
J.-P.Aumasson Serious cryptography. No starch press, 2018.

N.Smart Cryptography made simple. Springer, 2016.
Ian Goodfellow Deep Learning. MIT Press, 2017.
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