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1. MeTta aucuunuinu. MeTta JUCIUIUTIHA — O3HAHOMIICHHSI Ta BUBUEHHS MaricTpamMH Cy4acHUX
METO/IiB Mepeiadi Ta 3aXucTy iHGopmMarlii nuisixoM ii nepeTBopeHHs y nudpoBomMy Gopmari.

1. The purpose of the discipline. The purpose of the course "Fundamentals of Cryptography and
and Information Security" is to familiarize and study by postgraduate students modern methods of
information transmission and protection through its transformation in digital format.

2. [lonepeani BUMOIH /10 ONIaHYBaHHsI 200 BUOOPY HABYAJIbHOI JUCHUILIIHHA:

a) 3HaTU: OCHOBHI MOHSATTS 1 METOJU AUCKPETHOI MaTeMaTUKH, TEOPii YKCEes, MAaTeMaTUYHOTO
aHaJi3y, aAITOPUTMIKH, CTPYKTYpP JaHUX, IPOrpaMyBaHHs. 3HAHHS TEXHIYHOI aHIIIHCHKOI MOBH
Ha piBHiI B1-B2.

b) BMmiTH: 110 omHCy MEpeTBOPEHb CTBOPIOBATH alITOPUTMH 1 TIPOTPaMHU, IO iX pPeali3yroTh.

2. Prerequisites for mastering or choosing a course:

a) Know: basic concepts and methods of discrete mathematics, number theory, mathematical
analysis, algorithms, data structures, programming. Level B1-B2 technical English skills.

b) Be able to create algorithms and programs that implement describing transformations.

3.AHoTanis HaByaabHOi aucuunminm: Jlucmimmina «OcHoBM Kkpunrorpadii Ta 3axucTy
iH(hOopMallii» HaJeKUTh A0 TeperiKy 000B’SI3KOBUX HaBYAIBHHUX JUCIUILIIH OCBITHHO-HAYKOBOT
MporpamMu miaroToBku GaxisiiB «[LITydnnii iHTENnEeKT» 3a APYrUM (MaricTepchbKUM) piBHEM BUIIIOT
ocBiTH rany3i 3HaHb 12 «lHpopmariiiHi TexHonorii» cremnianbHocTi 122 «KoMm'toTepHi HaAyKm».
Bona cripsiMoBaHa Ha BupillleHHS] OCHOBHHX 3ajia4 Niepe/iadi Ta 3aXUcTy iHhopMallii BiJi TOXHOOK
Ta HECAaHKIIOHOBAHOTO JOCTymy. BoHa 3a0e3medye OBOJIOMIHHA Cy4acHHMH METOJaMHU
CTHCKaHHS, BUINPABJICHHS MOXHOOK Ta KpUOTOrpadiuHux nepeTBopeHs iHdopmartii. CTuckaHHS
Ta BHIIPABICHHA NOXMOOK MalOThCs OrsinoBo. Kpumrorpadis Biimroyae Kpumrtorpadiio 3
BIJKPUTUMH KJIFOYaMH: OCHOBHI IPOTOKONHW, I(poBHi migmuc, rem-QpyHKIii, OJOK-4eiH
TEXHOJIOTiI0, METOIM aBTeHTU(IKaIi1, OiT-KOiH Ta iHIII KPUNTOBATIOTHI CHCTEMH.

3aBepuryeThCs AUCIHILTIHA €K3aMEHOM B 2 ceMecTpi | Kypcy MaricTparypH.

3.Annotation of the discipline: The discipline " Fundamentals of Cryptography and Information
Security " belongs to the list of mandatory disciplines as a component of the educational-scientific
training program for the second (master's) level of higher education in the field of knowledge 12
"Information Technology" specialty 122 "Computer Science", educational-professional program
"Artificial Intelligence". It is aimed at solving the basic problems of transmitting and protecting
information from errors and unauthorized access. It provides mastery of modern methods of
compression, error correction and cryptographic transformation of information. Error compression
and correction are given in a reviewing manner. Cryptography includes public-key cryptography:
core protocols, digital signature, hash functions, blockchain technology, authentication methods,
bit-coin and other cryptocurrency systems.

The discipline ends with an exam in the 2nd semester of the 1st year of master's degree study.

4. 3aBnaHHda (HaBYAJBHI miji):

OcHOBHUMU 3aBAaHHAMU TUCIUILTIHN «OcHOBU Kpuntorpadii Ta 3axucty iHdopMmaiiii» € HabyTTs
3HaHb, yMiHb Ta HaBUYOK (KOMIIETEHTHOCTEH) Ha PIiBHI HOBITHIX JIOCSITHEHb B oOOMacTi
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kpuntorpadii Ta iHpOpMmamiiiHOT Oe3neky BIAMOBIAHO J0 OCBITHHOI KBadidikarii maricTp
KOMIT FOTepPHHX HayK. 30KpeMa, pO3BUBATH:

HaxiHOCTI iHpOopMarniitaux cuctem (CK13);

4. Tasks (learning objectives):
acquiring knowledge, skills and competences at the level of the latest achievements in Computer
Science, according to the scientific and educational qualification of “Master”. In particular, to

develop:

the ability of abstract thinking, analysis and synthesis;
the ability to communicate in a foreign language (English);

3JIaTHICTH 10 aOCTPaKTHOTO MHCIICHHsI, aHani3y Ta cuaresy (3K1);
3JIaTHICTh CIUTKYBaTHUCS iHO3eMHOI0 MOBOIO (3K5);

3/IaTHICTH JI0 alNTOPUTMIYHOTO Ta JoriyHoro mucieHHs (CK18).

5. Results of learning / PesyibTaTn HaB4aHHs 32 JUCHUILIIHOIO:

3MaTHICTh MPOBOIMTH IOCHIKEHHS (PYHKIIOHAIBHOI Ta €KOHOMIYHOI €()eKTHBHOCTI Ta

the ability to investigate the functional and economical efficiency and reliability of
information systems;
the ability to algorithmic and logical thinking.

PesyasTaT nHaBuanus (PH) Dopmu Metoan
(1. 3naTu; 2. BMiTH; 3. KOMyHiKkalis; 4. aBTOHOMHICTh Ta (Ta/ab6o ouninioBanus Ta | BixcoTok y
BiINOBiAJIbHICTD) MEeTOaH i MOPOroBUii miICyMKOBiii
TEeXHOJI0Tii) KpuTepii ominmi 3
Kon Pe3ysabTaT HAaBYaHHS BHKJIAAHHA i| OWiHIOBaHHA (32 | AMCUHMILIiHH
HABYAHHS HeoOXiTHOCTI)
To know. Main algorithms of error correction
PH 1.1 | codes.
. 3axucm 0
3uaru. OCHOBHI KOJIM, 1110 BUIIPABJISIIOTh TTOXUOKH. " 20%
To know. Main methods of data compression. pepepamy,
PH 1.2 . Jlexyii, Axmusena poboma
3uaru. OCHOBHI METOAM CTUCKAHHS JaHUX. canocmitna wa nexuii veni
To know. Main paradigms and protocols of PK- . K,
cryptography poboma / 6i0n06ioi, icnum /
PH 1.3 P . . . Lectures, Review defense,
3natu. OCHOBHI apaJUrMu 1 MPOTOKOIL L .
A Individual exam, active
kpunrorpadii 3 Bigkputumu kiodamu (PK). A .
—— work participation in 20%
To know: Huffman codes. Encoding integers.
. lectures, oral
Elias codes.
PH 14 answers, exam
3uaru. Kogu Xaddmana. Konysanns uncen. Kogu
Eniaca.
To be able to correctly create algorithms and
rograms for data (texts and video) compression
PH2.1 | P8 ( ) comp Baxucm 20%
BMiTH CTBOpIOBAaTH anrOpUTMHU 1 MPOTPaMH UL
. . pepepamy,
CTHCKAaHHS JaHUX (TEKCTi Ta BiI€0300paKeHHS)
Jlekyii, Buxonanus
To be able to formulate unsolved problems on the .
. camocmitina 3a60aHb,
topic. oboma / BUHECEeHUX HA
To be able to create programs for described p o
. Lectures, camocmivny
algorithms. L
. R . Individual pobomy / .
PH 2.2 | Bmiti opMmynroBaTH He PO3B’si3aHi IPOOIEMH I10 . 20%
remi work Review defense,
. exam, tutorial
BMiTH CTBOpIOBaTH Mporpamu [jis OMHCAHUX .
. exercises
AIITOPHUTMIB.
PH 23 To be able to solve practical problems for PK- Jlexyii, 3axucm Py
) communications. camocmiiina peepamy / ?
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Bmiti  BupimlyBaTH  TpakTH4HI  [poOJIeMu poboma / Review defense
crocoBHO PK-komyHiKkalliii. Lectures,
PH3.1 | Validate the own approach to the problem, discuss | Individual
with colleagues the aspects of the PK-applications. work
OuiHioBaTy BIACHUW WiAXix 10 mpobiemu,
obroBoproBaTu acrnekti PK-3actocyBaHs.

PH4.1 | Demonstration of the authority, innovativeness,
high level of self-determination, academic and
professional virtue, consistent devotion to the
development of new ideas in the frame of
professional and scientific activity.
JleMoHCTpYBaTH rIboKe PO3YMiHHS,
KpEaTHBHICTb, BUCOKHIt piBeHb camo- 5%
30CepeIUKEHHs, aKaJeMiuyHy Ta Ipodeciiiny
J0OpOYeCHICTh, MOCTIHE MPAarHeHHs 0 PO3BUTKY
HOBHX iIeil B pamkax mpodeciiiHOl i HayKOBOI
AKTHBHOCTI.

5%

PH4.2 | Demonstrate responsibility towards the work,
ability to work in middle-size group projects.
JleMOHCTpYBaTH  BiJNOBifaNbHICTE B poOOTI, 5%
BMIiHHS TIPAIfOBaTH B TPYHOBHX IMPOCKTaxX
CepeIHbOT0 PO3MIpY.

6. Correspondense between learning results and program study results /
ChniBBifHOIIEHHs1  pe3yJIbTATIB HABYAHHA JMCUMILVIIHM i3 NpOrpaMHMMH
pe3yJibTaTaMH HABYAHHSA

Pe3ysabTaTH HAaBYaHHA

JUMCIMIUHHHA | — | & | e | X | =] Q| ] = | =| &

— — — — (] (o] (o\] en < <

. == --R--R I --N --R =R --N --R--R -
IIporpamni pesyabTaTn Al A A A A A A A A A

HaBYaHHA

(3 onucy ocgimuboi npozpamu,)

ITPH8. AmnamizyBaTé OCOONHMBOCTI BHUKOPUCTAHHS
Cy4acHHMX KBAaHTOBHX TEXHOJIOT1H JuIs 3a0e3neYeHHS
BUpIIIEHHST TPoOsieM, 30Kpema KoH(DimeHIiHOTO
3B’S3Ky, KBaHTOBOI Kpunrtorpadii, 3aificHIOBaTH
JOCITIDKEHHS TEOPETUYHHUX Ta EKCIIEPUMEHTAIBHIX
aCTIeKTiB KBAaHTOBOI iH(POPMATHKH.

/ + 4+ |+ |+ |+ |+ |+ |+ |+ |+
To analyze the peculiarities of using modern
quantum technologies in order to solve problems, in
particular confidential communication, quantum
cryptography, to carry out research on theoretical
and experimental aspects of quantum informatics

ITPH11. BmiTu aHanizyBaTu pu3uKU 3 ypaxyBaHHIM
KOPIIOpPaTUBHUX  I[IHHOCTEH  Ta  iHTEpeciB,
pPO3pOOJIATH IUIAH YNpPaBIiHHS pPU3MKAMU  JUIs
BHU3HAYCHHsI HEOOX1AHUX MPO(]INIaKTUIHUX 3aXO/iB,
3aCTOCOBYBaTH JIii JJisi TIOM'SKIIEHHS HACIIJIKiB
PHU3UKIB Ta HemepeA0aYeHNX JTii.
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/

To be able to analyze risks taking into account
corporate values and interests, develop a risk
management plan to determine the necessary
preventive measures, and take actions to mitigate the
effects of risks and unforeseen actions.
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7. Cxema ¢popmyBaHHS OUiHKH / Mark forming scheme.

7.1. ®opmu ouiHoBaHHs cTyleHTiB / Student evaluation forms:
- OLiHIOBAHHS BIPO/IOBIK HABYAJIbHOI0 nepioay/evaluation in semester:

1. Axmuena poboma na nexyii, ycHi 6ionosiodi / Active participation in lectures, oral answers:
PH1.1, PH1.2, PH1.3, PH1.4— 10 Ganis/6 Ganis;

2. BuxoHnaHnus 3a60ans, 8uHecenux Ha camocmiuny pooomy / Tutorial exercises: PH2.1, PH2.2
— 10 6aniB (points)/6 6amiB (points);

3. 3axucm pegpepamy / Review defense: PH1.1, PH1.2, PH1.3, PH1.4, PH2.1, PH2.2, PH 2.3,
PH 3.1, PH 4.1, PH 4.2 — 40 6amniB (points) /24 6anu (points);

- mincymkoBe ouinoBanHs/final evaluation: icnut/exam.

- MAKCUMANbHA KITbKICMb 6anie aKi modxcyms 6ymu ompumani: 40 6ais;

- pe3yabmamu HaguauHs ki 6yoyme oyinosamucs.: PH1.1, PH1.2, PH1.3, PH1.4;

- popma nposedenns i 6uou 3a60anb. YCHO—TIMCHMOBA;

- 6uOu 3a80amb: 2 THMCHMOBHX 3aBJaHHS (NMPAaKTUYHI 3aBJaHHsA) Ta | yCHE TEOpeTHYHE
NHUTaHHS;

- JUTsl OTPUMAaHHS 3arajbHOT MO3UTUBHOT OIIHKY 3 JUCIMILIIHY OI[iHKA 3a iCITUT MMOBUHHA Oy TH
HE MEHIIOI HiX 24 Oanu;

- CTYJICHTH HE JOMYCKAIOTHCS 70 ICTIUT, SAKIIO MPOTATOM CEMECTPY BOHU HaOpaIH MEHIIE Hixk
36 GaiB;

- CTYJCHTH HE JIOITyCKAIOTHCS JI0 ICIIUTY, SIKIIO MPOTITOM CEMECTPY BOHU HE BUKOHAJIM Ta HE
3aXHUCTHIH pedepar.

/

- maximum points that can be obtained by a student: 40 points;

- learning outcomes that will be evaluated: PH1.1, PH1.2, PH1.3, PHI1 4;

- form of conducting and types of tasks: oral-written;

- types of tasks: 2 written tasks (practical tasks) and 1 oral theoretical question;

- to obtain an overall positive grade in the discipline, the grade for the exam must be not less than 24
points;

- students are not allowed to take the exam if they scored less than 36 points during the semester;

- Students are not allowed to take the exam if they have not completed and defended the abstract during
the semester.

Kpurepii ouinioBants Ha icnuti / Exam evaluation criteria

3aBpanns/ Tema 3aBaanns / MakcuMaJabHUH Bcboro BigcorkiB/
Task Task topic BigcoTok Bix 40 Total
oaJiB/
Maximum
percentage of 40
points
3aBganns 1 / Task 1 TeopeTnune nuTaHHSL 40% 40%
3aBganns 2 / Task 2 3a MarepiajiaMu ITo 30% 60%
3aBmanns 3 / Task 3 kypcy / Theoretical
question on the
course materials
100%

7.2. Opranizanis ouinroBanns / Evaluation organization::

OO0O0B’sI3KOBUM € BUKOHAHHS 3aBJIaHb, BUHECEHHIX HA CaMOCTIHHY po0O0TYy, Ta 3aXucT pedepary.
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/
It is mandatory to complete the tasks assigned to independent work and defend the abstract.
Tepminu nposenenns: ¢gopm ouniHoBanus / Terms of evaluation forms:

1. 3axucm pegpepamy: 0o 10-20 mudichs HagwaIbLHO20 NEPIOOY.

2. Buxonammns 3ae0ams, gunecenux Ha CAMOCMItIHY poOOmY. NpOmMsa2oM cemecmpy.

3. Axmuena poboma na aexyii, ycHi 8i0N0GIOL: : NPOMA2OM cemMecmpy;

/

1. Defense of the abstract: up to the 10th week of the academic period.

2. Tutorial exercises: during the semester.

3. Active participation in lectures, oral answers: during the semester.

7.3. IIkanaa BinnoBigHocTi ominok / Mark correspondence scale

Bigminno / Excellent 90-100
Jo6pe / Good 75-89
3angoBinbHo / Satisfactory 60-74
He3agosinbuo / Fail 0-59

8. STRUCTURE OF THE DISCIPLINE. THEMATIC PLAN OF LECTURES
(CTPYKTYPA HABUYAJIBHOI JJUCHUIIJIIHA. TEMATUYHWM IUIAH JEKIIN)
CamocrTiiiHa
Jlekmii pobota
Lectures | Individual
work

No Lecture title (Ha3zBa sekitii)

1 | Theme 1. Introduction. Notion of entropy. C. Shannon’s
considerations. Hamming metrics. Models of communication
through channels with noise and presence of eavesdropper
Individual work:

Count entropy of texts (articles of Wikipedia, texts by free
choice)

Temal. Beryn. [Honsarrs earpomii. [Tigxix Lllennona. Merpuka
Xemminra. Mopen KOMyHIKaliidi 4epe3 KaHAJM 3 IIYMOM Ta
MPUCYTHOCTI 3JIOBMHCHUKA.

Inousioyanvua poboma.

[MinpaxyBatn entpomito TekcTiB (Wikipedia, TexcTm 3a
BUOOPOM)

2 | Theme 2. Forward error correction codes. Hamming codes.
Convolution codes. Viterbi decoder. Reed-Solomon codes.
Individual work:

To program Hamming’s algorithm.

Tema 2. Koau mo Bumparisiiorh moxuOku. Komn Xemwinra.
KonBosmsmiiiai komu. exoxep Bitep6i. Koau Pina-Comomona.
Inousioyanvra poboma.

3anporpamMyBaTy aaroputM XeMMiHTa.
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Theme 3. Data compression. Instantaneous codes. Prefix codes.
Kraft-MacMillan inequalities. Pattern codes. Completeness.
Individual work:

Create some (individual) prefix codes

Tema 3. Ctukanns naHux. MutteBi komu. IlpedikcHi koam. 14
HepiBnicts Kpadra-MaxMinnana. [latepni koau. [ToBHOTA.
Inousioyanvra poboma.
CrtBopuTH sIKUMCH (CBiil) mpedikCHUI KOJI.
Theme 4. Huffman codes. Burrous- Wheeler transform.
Lempel-Ziv-Welsh compression algorithm.
Individual work:
To program Huffman codes. To program Burrous- Wheeler
transform.
14
Temad4. Komn Xaddmana. IleperBopennst bappoysa-Binepa.
AnroputMm Jlemnena-3iBa-Bemnmra.
Inousioyanvua poboma: 3anporpamyBatu koau Xaddgmana ta
nepetBopeHHs bappoysa-Binepa
Theme 5. Main paradigms of public-key cryptography.
One-way functions. Diffie — Hellman algorithm. Group DHA.
Coalition protocols.
Individual work:
To program GDH-algorithm for 3 users.
14
Tema 5. OcHoBHI mapagurmMu kpunrorpadii 3 BIIKpUTHMHU
kmouamu.  OmHoctoponHi  QyHkuii. Anroputm  iddi-
Xennmana. ['pynosuii IX anropurMm. Koarnitifini mpoTokony.
Inousioyanvua poboma:
3anporpamysatu ['JI X-anroputm ais 3 KOpHCTyBayiB.
Theme 6. RSA and similar protocols for transfer. Pailier and
Benaloh schemes.
Individual work
To program Pailier or Benaloh schemes
14
Tema 6. RSA ta nonioni mporokonu. Cxemu [leite Ta benano.
Inousioyanvra poboma:
3anporpamyBatu cxemy [leiie abo benano.
Theme 7. Digital signatures. Elliptic curve signatures.
Group signatures. Ring  signatures. Signatures for
cryptocurrency. Authentication methods.
Individual work:
To develop blind and 2 from 3 signatures. 12

Tema 7. I{udposi mignucu. [Tixmucu Ha SITINTUYHUX KPUBUX.
I'pynosi migmucu. KombroBi mignwcw. [lignucu s KpunTo
BaIOT. Meronu aBTeHTH(IKAII.
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Inousioyanvua poboma.
Po3pobuTu ciinmii ta 2 i3 3 mianucy.

8 | Theme 8. Hash-functions. MD 5 and SHA functions. Mercle
tree. Block-chain technology. Bit-coin network

Individual work:

To study the structure of SHA and MDS5 hash-algorithms.

Tyma 8. I'em-pynkuii. MD 5 i SHA dynkmii. Jlepeso Mepkiis. 4 14
brokueiin Texnomnorii. Mepexa OGiTKOIH.
Inousioyanvua pobom
BuBunth crpykrypy MD 5 Ta SHA remr anroputwmis.
40 108

Total duration / 3aranbuuii 06’em 150 hours, namely:
Lectures/JIekiiii — 40 hours/zo0un,
Consultations/Koncynbraiii - 2 hours/2o0umn.

Individual work/CamocTiitna po6ota— 108 hours/zo00umn.

9. Recommended sources / PekomengoBani pkepena (Joctynni uepe3 Internet)
Main / OcnogHi:

1. Shi Lin, D.J. Castello, Error Control Coding.- Pearson Publ., 2004, 1272 pp.

2. D. Salomon, Handbook of Data Compression.-Springer-Verlag, 2010, 1370pp.

3. J.Kutz, Y.Lindel, Introduction to Modern Cryptography.-Chaptman&Hall, 2014, 603 pp.
4. A.M. Antonopoulas, Mastering Bitcoin Open Edition, 2014

5. 0. Goldreich, Foundations of Cryptography, Cambridge University Press, 2004, 372p.

Additional / /looamkoei:
1.

A.B. AHiciMOB ANITOpUTMIYHA TEOPis BEMKUX ducel. // BuaaBHuuuit gim
«Axkanemriepiogukay, 2001, — 153.
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